Document: ConsumetAntivirusPerformance Benchmarks
Authors: K. Lai, D. Wrerl. Rowling

Company: PassMark Software

Date: 30 September2010

Report 2

File: antivirus_1performancetestinged2.docx



Table of Contents

TABLE OF CONTENTS. ...ttt eme e e e s e e e e e e e eaeteaaame e e e e s es b aa e s aeeeeaeeeesssnameaeeenes 2
REVISION HISTORY, .oettiiii i i ittt ettt e e e e e e e ettt mr e e e e et ee e ae e r e s e e e ae et eeamrsa s e e e et eeesssban s e eeeeesamrnaeeeaens 4
EXECUTIVE SUMMARLY. ...ttt ettt ettt ettt et e e e e e et e s e e e e e et et e aa st e e e e e amsta s e eeeeeeeeessstann e seeeamrenes 5
PRODUCTS AND VERSION. ... ittt ee ettt st e e e e e et et atime s e e e aaa b s s s s e e e e e e e aastasmeaeseeessstannaasaeeaaenennes 6
RANKING. ...t ee s e s e s e bbb ea s ee et ee e te e te s e s e e e st s s s s s s £ et s e e e e e e e e e e e e e e emeeeeeenenneeeeeeeeeeeees 8
PERFORMANCE METRIOUBIMARY.......cuttiiiiititiiiiitieietameeeeetetetataaaaaaaaaaaaaaasamtaeaaaaaaaaaaaaaasesasessssssamnaeaeeanansnens 9
INTERNET SECURITFTIDARIE TEST RESULTS......oiiiiiiiiiiiiiiimiieieteieiereseseeeeeeeeesemsssssssssaesesseeeeseseees 12
BENCHMARK C BOOTTIMEL. .. ...ceiiiiiiiiiieeeieeeiettate s e s s s s e s e e e e e e eaeaeeaeeeeeeaseasteteeassaa e s eeeeeeaaaeeeeaseeesesesssnsnnnnn 12
BENCHMARR G SCANTIME ... eiiii et ettt s e s s e s e e e e e e e e e e e e e eeeeeeatetebebebeeasa s s e e e e e eeeaeeeeeeeeeeeeeensnnnennn 13
BENCHMAR3 ¢ USEANTERFAQBUNCHIIME .......cciiiiiiiiieieeeeeeeeestaes s s s s e s e e e e e e e eeaeaeaeeeeeaaesesnteennnnnnnn i aneeeeaeas 13
BENCHMARA ¢ MEMORYUSAGE DURINGYSTEMDLE .......cuutttutututuiaaaaaeseaeaeaeeteteeeeeeesesesntsnnnnaaaaaaaeaeaaaaaaaaaaees 14
BENCHMARE G BROWSHIME. ......cii it iieiiiiie ettt ettt s e e e e e e e e e e e e e e e e e e eeeeaeeete s beba b s e e e e e e e e e e e eaeaaeaaaaens 14
BENCHMARRB G INTERNEEXPLOREBAUNCHTIIME ... . s ieie s e s e e e eeeeeeeeeeeeeeeseaetetnenaeas s s e s s eeeaaaeeasaseeeessesssnsnnnns 15
BENCHMARR G INSTALLATIONME. .....tttttttteeeeeteiuttattuua s aaasaeasaseaaeaaaaaaeaeaaassstsssssssasnnann s aaaeesaeaasaeeeeeeeemeenes 15
BENCHMAREB G INSTALLATICBIZE. ....vvvvvvttetutusasasseseseeeassaeesesssssessssssssssansnsaaaasasaaaaaeesesesesenesssmsmsnnnnnnnnnnnns 16
BENCHMARR G REGISTRIEY FADDED. .....ceiitttieieeteeeeteeeatataaan e aaaaaaasasaaaaaaataeeeeeeeeassessnretssnsnnnnnnssesaeaaaaaaaees 16
BENCHMARKO G HLEGOPY MOVE ANIDELETE .. .uuuiieieieieeeeeeeeeeeeeeeeeeeesssststnsssnnn s ssesaaaaaaasasesesesesssssssssennnnnn 17
BENCHMARKL G INSTALLATION DRIRDPARTYAPPLICATIONS. .1ttttutuuasieseseeeeeaaaseseseseesssssssrsrnsnnnnnseraeaaeaaaaees 17
BENCHMARK2 G NETWORHHROUGHPUT. ...t i eieeeeeeeieieee ettt ss e e s e s e e e e e e e e e e eeeeeeeeeaeeenbebnnnnnnnanaeaeeeeeeas 18
BENCHMARK3 G HLEFORMATOONVERSION ... .cceieiiieiiieieeeeeeettattseess s s e s e s e s aaaaeeaaeaesesessasssssssssnsnsnnnnnnaseeeeas 18
BENCHMARE4 ¢ HLEGOMPRESSION ARBCOMPRESSION. ...ttt eeeeeeeeeeeeeieeeeieeteenttntnnnnnaaaaaaaeeeaeaeaaeeeeeeeeneenes 19
BENCHMARKS C HLEWRITEOPEN ANIKDLOSE ......cceiiiiiiieieeeeeeeteaiateeasss s e s e e e e eeaaeaeaaaeseeaaassssssnennnnnnnnnaneeeeeeas 19
ANTIVIRUS SOFTWAREEST RESULTS .. .ottt a et smraann s 20
BENCHMARK G BOOTTIMEL. ......ciiiiiiiiiiieieieiete sttt e s e s e s e s e e e e e e eaeaeaeeeeeseaaesstsbntassaa s s eeeeeaaaaaaasaseesessesssnnnrnnn 20
BENCHMARZ € SCANTIME ... e iiiiieieeeeeeeee ettt s s e e s et e e e e e eeaeaeaeeeeeaeaaessteeetasaaa s s e eeeeeaaaeeaeasesesssssssnnnnnnn 20
BENCHMARR G USERNTERFAQBUNCHIIME .......cciiiiiiiiieeieeeeeeeeeaiat s s s e e e e e e e e e e e e aeaeaeeeeeeeeaeenbntnsnnnnn e e aneeeas 21
BENCHMARA ¢ MEMORYJSAGE DURINSY STENDLE .....uutuuieeiittitiieeessiasuseessestsnnseesesssssnnsessssssnnaeessessnnnseeseens 21
BENCHMARE G BROWSHIME. ......eci it e eeeeeeieieeeee ettt s s e s e e e e e eaa e e e e e e e e eeeeeeaeeeeeeeesn s s aeaeeaeaeaeeaeaaaaaeeees 22
BENCHMRKG G INTERNEEXPLOREBAUNCHTIIME ....tevttiiieeseeiitie s e e seetas s e e eeeaats s e e seeatasesaaesasaseeesenssnnaesessesssnns 22
BENCHMARR G INSTALLATIONME. .....eeteteeeeeeeeeeeieeteteuaaaaaaasasaseseaeeaaaaeaesennneessssnssnsnnnnnnnnnnaaaaeeaaeeaeeeerereemmnnes 23
BENCHMAREB G INSTALLATICBIZE. ......vtvvttutetininasaseseseeeeaeeeaeeseseeeeeeessestnnsnnaaaaaaaaaaaaaaaaeeeeesennesssssnsnsnnnnnnnnns 23
BENCHMARER G REGISTRIEY SADDED. ... . etttettttieeeeteetiinsastestasseeseeasssa s eeseesssaeeaaeassan s eeteestnsaaeaenssnnnaeeseessnns 24
BENCHMARKO G HLEGOPY MOVE ANIDELETE ... . utttteteieeeeeeeeeeeeeeeeeeeeeeantntnnnsnnnnaaassasaeeeeeaaaaaeeeseeeeeeeessnsnnnnnnn 24
BENCHMARKL C INSTALLATION DRIRDPARTYAPPLICATIONS. ..eevtttutetttetteneeesensnnssessesstnneeeseessssnsassesssnnsenesees 25
BENCHMARK2 G NETWORHHROUGHPUT. ...t it e et eeeeeeeieeeeeeetieieiete s s as e e s e e e e e aaaaeeeeeeeeeeeeeentesnsnnnnnnaeseeeeeens 25
BENCHMARKS C HLEFORMATOONVERSION ...t ttvtuteieetiettiiseeeseetniaesessesstsnseessessssnnsaesesssnnseeesssssssneeesensnnnenenes 26
BENCHMARK4 ¢ HLEGOMPRESSION ARIBCOMPRESSION. ...eutuuitestetttiseesseetunseeessssssnnseessessssnnssssssssnneessenmnns 26
BENCHMARKS C HLEWRITEOPEN ANIDLOSE ......ciiieieiiieieeeeeeeeeetasassasseseseeeeeeeaeaeaeseseseesesnsssnnnnnnnnnnnaneaeeees 27

BENCHMARKG ¢ SCANTIME OF ASOLIDSTATEDRIVE(SSD)....ceeiitiiiieiiiiiiee ittt 27




DISCLAIMER AND DISGURE ...ttt eme e e e e e e e s 28
CONTAT DETAILS.. ..ttt ettt et e ettt e e s e s bbb e et e e ame e s s b e et e e e s s snnre e e e e e s ame s aennne 28
APPENDIX G TEST ENVIRONMENT......coiiiiiiiiiiiiteiime et emn e emnnn e e 29
APPENDIX 2METHODOLOGY DESCRIRIT.........cuutteiitiiieiinieeaeseeeesssneee e snnes e senneeesssneeeesnneeesnneeen 30




Revision History

References



http://www.thepcspy.com/read/what_really_slows_windows_down/2

Executive Summary

PassMark Software® conducted objective performance testingl@ren, publically available Internet Security
software productsand seven antivirus products Windows 7 Ultimate Edition (€4it) betweenJuly 201Gand

Sept 2010 This report includesiewly dtained results fromthese currentsoftware productsas well as
previously obtained benchmark results from last generation software products released in 2010. Where
applicable, we have tested new versions of software released for the year 2011

Subsequentditions of this report will include new products released for 2011 as they are made available. For
more details on which versions were tested, please sees#ntiondProducts and Versioigs

Testing was performed on all products ussigeen performance metrics. These performance metrics are as

follows:
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Boot Time;

Scan Time;

User Interface Launch Time;

Memory Usage during System Idle;
Browse Time;

Internet Explorer Launch Time;
Installation &e;

Installation Time;

Registry Keys Added;

File Copy, Move and Delete;
Installation of Third Party Applications;
bSG62N] ¢KNRAZAKLIzG O LINBOA2dzaf &
File Format Conversion;

File Compression and Decompression; and
FileWrite, Openand Close
Scan Time of a Solid State Drive (§8BYvirus Products only)
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Products and Versions

Where possible, we have tested tliell, retail release of thenewest generation(2011 versionspf Intemet
Securityand Anti-Virus software productsWhere newer releases were not yet available, PassMark Software
has either retested the latest version of the software, or used previously obtained results for the last
generation (2010 versions) of Internet Security products.

PassMark Softwarmtendsto testnew, major releases of Intern&ecurityproducts as they become publically
available.In future editions on thisreport, results for newerversions of softwarewill supersedepreviously
obtained results for older versions of software.

In this report, wehavetestedor includedthe following versios of Internet Security software:




In this report, we havalsotested or included the following versions of Antivirus software:




Ranking
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we have tested. In this table,

Internet Security Products

In the following table the highest possible score attainabl#95 in a hypothetical situation where a product
has attained first place in every metrlaternet Security prodcts have been ranked by their overall score:

Antivirus Products

In the following table the highest possible score attainablglig in a hypothetical situation where a product
has attained first place in every metrigntivirusproducts have been ranked by their overall score:




Performance Metrics Summary

We have selecte@ set of objective metrics which provide a comprehensive and realistic indicationtlo¢
areas in whictan antivirusmayimpact system performance fand users.Our metricstest the impact of the
antivirus software ortommontasks that eneliserswould performon a daily basis

lfEf 2F traadaal Nl {2F0g¢l NSQa idParties usiiyiite 2da endrbrynendtd NI LI
obtain similar benchmark results. Detailed desdaps ofthe methodologiesused inour tests are availableas
0Appendix2 ¢ Methodology Descriptiog of this report.

Benchmark 17 Boot Time

This metric measures the amount of time takfem the machine to boointo the operaing system Security
software is gengally launched at Windows stamp, adding armadditional amount of timeand delaying the
startup of theoperating systemShorter boot times indicate that the application haad less impact on the
normal operation othe machine.

Benchmark 21 Scan Time

All antivirus solutiondiave functionality designed to detect viruses and various other forms of malware by
scanning files on the system. Thietric measured the amount of time required to scan a set of clean files.
Ou samplefile setcomprised a total file size df.2 GBandwasmade up offiles that would typically be found

on enduser machines, such asedia files, system fileend Microsoft Officedocuments

Benchmark 371 User Interface Launch Time

Thismetric provides an objective indication as tmw responsive a securityroduct appears to the user, by
measuing the amount of time it takes fotthe user interfaceof the antivirus softwareto launch from
Windows. To allow for caching effects by the operatingtesy, both the initial launch time and the
subsequent launch times were measured. Our final result is an average of these two measurements.

Benchmark 4717 Browse Time

It is commonbehaviorfor security products to scan data for malware as it is downloadeeh the internet or
intranet. This behavior may negatively impact browsing speed as products scan web content for malware. This
metric measures the time taken to browse a set of popular internet sites to consecutively load from a local
& SNIIS NJ Argwser windéws N & 6

Benchmark 517 Memory Usage during System Idle

This metric measures the amount of memory (RAM) used by the product while the machine and antivirus
software are in an idle state. The total memory usage was calculated by identifying aliusnsieftware
processes and the amount of memory used by each process.

The amount of memory used while the machine is idle provides a good indication of the amaosydtern
resources being consumed by thativirus softwareon a permanent basi®etter peforming products occupy
less memory while the machine is idle.




Benchmark 6 7 Internet Explorer Launch Time

This metric is one of many methods objectively measure how much a security product impacts on the
responsiveness of the system. This metric measithe amount of time it takes to launch the user interface of
Internet Explorer 8. To allow for caching effects by the operating system, both the initial launch time and the
subsequent launch times were measured. Our final result is an average of thesedasurements.

Benchmark 7 i Installation Time

The speed and ease of the installation process will strongly influtrecgza SfiksKirapression of the antivirus
software This test measures the minimumstallation time required bythe antivirus softwae to be fully

functional and ready for use by the end user. Lowstallationtimes representantivirus producs which are
quicker for a user to install.

Benchmark 81 Installation Size

In offering new features and functionality to usesstivirus software products tend to increase in sinéth
eachnew release Although new technologies push the size limits of hard drives each year, the growing disk
space requirements of common applications and the increasing popularity of large media filesgsnokies,
photos and music) ensure that a product's installation size willaiarof interest to home users.

CKA& YSONRO I AYva forlindadticn darelhisimetiidsl®ithddd Beitotal disk space
consumed by all new files added éhg a product's installation.

Benchmark 971 Registry Keys Added
I £ FNBS NBIA&GNER Ay ONBI &S amaynegativélKihpAd Syadtemdpar®rmahde, NI & 2 dz
especially on much older machines. This test measures the amount of keys and valug$mdstgstry, after

rebooting the test machines, following a successful product installation. Lower numbers mean that a product
hasadded fewer keys during installation ahdd less impact on the registry.

Benchmark 107 File Copy, Move and Delete

This méric measureghe amount of timetakento move, copy and delete a sample set of files. The sample file
set contains several types of file formats that a Windows user would encounter in daily use. These formats
include documents (e.g. Microsoft Office doocaints, Adobe PDF, Zip files, etc), media formats (e.g. images,
movies and music) and system files (e.g. executables, libraries, etc).

Benchmark 1171 Installing Third Party Applications

This metric measurethe amount of timetakento install and uninstallttird party programsThe installation
speed of third party applications may be impacted by antivirus behavior such as heuristics or real time
malware scanning.

Benchmark 127 Network Throughput

The metric measurethe amount of timetakento download a vaety of filesfrom a local serveusing the
HyperText Transfer Protocdl T, which is the main protocol used on the web for browsing, linking and data
transfer. Files used in this test include file formats that users would typically download from thesweh as
images, archives, music files and movie files.




Benchmark 137 File Format Conversion

This test measuredie amount of time takerio convert an MP3 file to a WAV and subsequently, convert the
same MP3 file to a WMA format.

Benchmark 147 File Compression and Decompression

This metric measures the amount of tineken to compress and decompress different types of files. Files
formats used in this test included documents, movies and images.

Benchmark 157 File Write, Open and Close

This benchmarké & RSNAGSR FNRBY ht A hapl//\NgvSNIRSDY.cadi(ledse ke h
Reference #1: What Really Slows Windows Dywrhis metic measures the amount of time takéo write a
file, then open and close that file.
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Benchmark 16 7 Scan Time of a Solid State Drive (SSD)

This metric measured the amount of time required to scan a set of cleartHé¢sre stored on a Solid State
Drive (SSD)Our sample file set compriseaf 18,000 filesand was made up of files that would typically be
found on enduser machines, such as media files, system files and Microsoft Office documents.
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Internet Security Software i Test Results

In the following charts, we have highlighted the reésulve obtained for Norton Internet Security 2D01In
yellow. The average has also been in highlighteblire for ease of comparison.

Benchmark 17 Boot Time

The following chart compares the average time taken for the system to boot (from a sanfple lodots) for
each Internet Security product tested®roducts with dwer boot times are considered better performing
products in this category.

ESET Smart Security

Trend Micro Virus Buster 201
Norton Internet Security 2011

G Data Internet Security 201
SourceNext Virus Security ZE}
Trend Micro Internet Security 201
BitDefender Internet Security 201
Kaspersky Internet Security 201
McAfee Internet Security 201(
Average

FSecure Internet Security 201
AVG Internet Security 201
Panda Internet Security 201
Webroot Internet Security 201:

Boot Time (sec)




Benchmark 21 Scan Time

The following charcompares the averagdime taken toscana set of6159 files (totalindd82 MB) for each
Internet Security product testedThis time is calculated by averaging the initial (Run 1) and subsequent (Runs
2-5) scan timesProducts withdwer scan times are considered better performing products in this category.

Norton Internet Security 2011

G Data Internet Security 201
BitDefender Internet Security 201
FSecure Internet Security 201
Webroot Internet Security 201!
Kaspersky Internet Security 201
McAfee Internet Security 201(
Average

Trend Micro Internet Security 201
ESET Smart Security

SourceNext Virus Security ZE}
Panda Internet Security 201
Trend Micro Virus Buster 201
AVG Internet Security 201

0 20 40 60 80 100 120 140

Scan Time (sec

Benchmark 31 User Interface Launch Time
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launch times are considered better performing products in this category.

McAfee Internet Security 201( |
ESET Smart Security
BitDefender Internet Security 201 -
G Data Internet Security 201
SourceNext Virus Security ZE}
Norton Internet Security 2011
Kaspersky Internet Security 201
AVG Internet Security 201
Average
Webroot Internet Security 201!
Trend Micro Virus Buster 201
Trend Micro Internet Security 201
FSecure Internet Security 201
Panda Internet Security 201

0 500 1,000 1,500 2,000 2,500 3,000

User Interface Launch Time (m:




Benchmark 47 Memory Usage during System Idle

The following chart compares the average amount of RAM in use by an Internet Security product during a
period of system idle. This average is taken from a sample of ten memory snhapshots taken at roughly 60
seconds apart after rebooProducts with dwer idle RAM usage are considered better performing products in
this category.

Panda Internet Security 201
Trend Micro Virus Buster 201
Norton Internet Security 2011
SourceNext Virus Security ZE}
Kaspersky Internet Security 201
FSecure Internet Security 201
BitDefender Internet Security 201
Average

AVG Internet Security 201

Trend Micro Internet Security 201
ESET Smart Security

Webroot Internet Security 201!

G Data Internet Security 201
McAfee Internet Security 201(

Memory Usage during System Idle (ME
Benchmark 57 Browse Time

The following chart compares the average time taken for Internet Explorer to successively load a set of popular
websites through the local area netwoffom a local server machine. Products with lower browse times are
considered better performing products in this category.

Norton Internet Security 2011
Webroot Internet Security 201!
Trend Micro Virus Buster 201
Panda Internet Security 201
Trend Micro Internet Security 201
Kaspersky Internet Security 201
AVG Internet Security 201
McAfee Internet Security 201(
SourceNext Virus Security ZE}
Average

G Data Internet Security 201
ESET Smart Security
BitDefender Internet Security 201
FSecure Internet Security 201

0 20 40 60 80 100 120 140 160

Browse Time (sec,




Benchmark 6 i Internet Explorer Launch Time

The following chart compares the average launch times of Internet Explorer after rebooting the machine for
each Internet Security product we testelfroducts with dwer launch times are considered better performing
products in this category.

Kaspersky Internet Security 201
Norton Internet Security 2011
McAfee Internet Security 201(

ESET Smart Security

Webroot Internet Security 201!

G Data Internet Security 201
BitDefender Internet Security 201
Trend Micro Internet Security 201
SourceNext Virus Security ZE}
Average

Trend Micro Virus Buster 201
Panda Internet Security 201

AVG Internet Security 201
FSecure Internet Security 201

0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500

Internet Explorer Launch Time (ms

Benchmark 71 Installation Time

The following chart comparebe minimum installation time it takes for Internet Security products to be fully
functional and ready for use by the end us@roducts with dwer installation times are considered better
performing produts in this category.

Norton Internet Security 2011
ESET Smart Security

Kaspersky Internet Security 201
SourceNext Virus Security ZE}
Panda Internet Security 201

G Data Internet Security 201
Trend Micro Internet Security 201
Average

AVG Internet Security 201
Webroot Internet Security 2011
BitDefender Internet Security 201
Trend Micro Virus Buster 201
FSecure Internet Security 201
McAfee Internet Security 201(

0 100 200 300 400 500 600

Installation Time (sec)

* Our resultfor McAfee Internet Security 201@hcludes time taken for the installer to downloadomponens as part of the installation
process




Benchmark 8 i Installation Size

The following chart compares thetal size of filesadded during the installation of Internet Security products.
Products withdwer installation sizes are considered better performing products in this category.

AVG Internet Security 201

ESET Smart Security
SourceNext Virus Security ZE}
Norton Internet Security 2011
Panda Internet Security 201
Trend Micro Internet Security 201
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Installation Size (MB)

Benchmark 971 Registry Keys Added

The following chart compares the amount of Registry Kegated during product installatiorfor each
Internet Security product tested. Products withwler key counts are considered better performing products in
this category.

ESET Smart Security | 1,041.00
SourceNext Virus Security ZEt | 2,005
AVG Internet Security 201 | 2,034
FSecure Internet Security 201_ 2,115.00
BitDefender Internet Security 201_ 2,679
Norton Internet Security 2011 3,047
Panda Internet Security 201 | 4,804
G Data Internet Security 201_ 6,563
Kaspersky Internet Security 201_ 7,431
Webroot Internet Security 201 8,574
Trend Micro Virus Buster 201- 8,574

Average 9,700

1
McAfee Internet Security 201( 15,919
Trend Micro Internet Security 201
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