PassMark

SOFTWARE

Anti-Virus and Internet Security Products
Performance Benchmarking (2010)

Windows Vista 1 Dual Core Hardware

January 2010

Document: Internet SecurityProductdPerformance Benchmarking

Authors: K Lai, D Wren

Compayy: PassMark Software Pty Ltd (www.passmark.com)

Date: 5/Fel2010

Edition: Edition4

File: antivirus_10performanceestinged4.docx

PassMark Software Pty. Ltd. www.passmark.com

ACN: 099 321 392



Benchmark Report Performance Testing i 2010 Products

TABLE OF CONTENTS

TABLE OF CONTENTS ..ottt ettt e et e et e e et e e et e e e et e eeemeaa e eateaeananns 2
R Y 1 (0] I = 1S 1 ] 2 a
REFERENGCES . ... oottt e e e et e et e e et eeeemmta e e et e e st e eeta e s eanananeees 5
EXECUTIVE SUMMARY oottt e e e ettt s e aeene e s et s e e e att s e e e es b e e eenrannas 6
OVERALL RANKING ..ottt e e e e e e e e et e e et eeene e e et e eannaeran 7
INTERNETSECURITY SOFTWARE . .....iiitiiiitieeiitieeettieeee e et eeeaiaee et e eenneessmmnseeetnsessnnsessneeessneannnsenneeeid
ANTI-VIRUS SOFTWARET COMMERCIAL ....uiiitiiiiiieiiieee et e eeemte e e e tie e e et e e et e e st aaaaesateesaneessnaeesnns Ve
ANTI-VIRUS SOFTWARET FREEEDITIONS ....uuiiitiiiiii e eeeeee et e e e e e e e e e e e e eaneee o 8
TOTAL SECURITY SOFTWARE ... .cuuuiiitteeit ettt eiemat e e eat e et eeett e e eanaaantstaaeettesstnessaneessnaaersnnersas 8
PRODUCT VERSIONS TESTED ....uuiiiiiiiii e eeeee et e st e e e s et e e e s eatan s e e e s annneanes 9
INTERNET SECURITY SOFTWARE. ... iiitiiiitie it e ettt ieeee e et e s et e e ett e e atn e s mmman e etaeeeanseetaneestnannneannns 9
ANTI-VIRUS SOFTWARET COMMERCIAL ...uuiiittieiiteiiieeett e aeemtan s e st eestaaeeannsestnaanesstneessnnesannaeesnnns 9
ANTI-VIRUS SOFTWARET FREEEDITIONS .. .ottt reeee e e et e e e e e et e e e e e e e eana s 10
TOTAL SECURITY SOFTWARE ... cetuuieitteeitt ettt eetemmtaeesatnsestaaesatnaeeansaaaneesneestaeesnsesennsessnmnaaeesnnsees 10
PERFORMANCE METRICS ..ottt e et e et e e e et e eeaneaaeeeen 11
BENCHMARK LT BOOT TIME. ...t reeee et e et e e e e s e s e e e e e et e e et e e eaa s eenmnen e eannes 11
BENCHMARK 2T SCAN TIME ...cuuiitiiiiiiee et ee et eeeee e e e ettt e et e e e te e e s bmm e e esan e e st esetneeesnnssennsaneersnnns 11
BENCHMARK 3T SCAN TIME OF ASOLID STATE DRIVE ....ivuniiiiiieeie e eeee ettt e e enene e 11
BENCHMARK 4T USERINTERFACELAUNCH TIME ....civuniiiiiieiiiee it e eemetee e e et esetaeeeaaeneneenneseen 11
BENCHMARK 5T BROWSETIME .....ciitiiiitiieieiieeet e eeemtt e e e e e et e e eete e e st amaeee st e e satnseetnneestnessnnnssnees 11
BENCHMARK 6T MEMORY USAGE DURINGSYSTEM IDLE......cccuuiiiiiieeiiiieeeiieeee e eee e e e eveeeeven 11
BENCHMARK 7T INTERNETEXPLORERLAUNCH TIME .. .ccuuiiiiieiiieeeitee et e e ee e ee e e e eenneanns 12
BENCHMARK 8T INSTALLATION TIME ..ovuuiiiiiieiiii et e et ceeee e e et e e et s e e e e e s sames e e ean e e sann e e st eennnnas 12
BENCHMARK 9T INSTALLATION SIZE ...uuiiiiiiiii et e e eeemei e e e e e e et e e et smaeesean e s aaneeean e eannsaee 12
BENCHMARK 10T REGISTRYKEY COUNT ...uuiiiiiiiitiieiiie et e e eeemtt e e e e et ee et e e e eanseane st eeeanaeeenneeeens 12
BENCHMARK 117 FILE COPY, MOVE AND DELETE......ccuuiiitieiiiieeei e eimme e e e e e e e et e e et e eenmeanneeeen 12
BENCHMARK 127 INSTALLING THIRD PARTY APPLICATIONS. ....ccituieiiiieiiieeeeieeeemeeieeenneeeateeennnnas 12
BENCHMARK 13T NETWORK THROUGHPUT. .....uciiutiiiieeiiieeeiteee e et eeeteeeeaneessnnessnmmtaesanneeennneeeen 12
BENCHMARK 147 FILE FORMAT CONVERSION ... .ccuuiiiitneitieeetieeeemeeieeetaaeeetneeessnesesnneaaessneeennnnsn 13
BENCHMARK 157 FILE COMPRESSION ANDDECOMPRESSION......c.uuiiiunieirineeetneeeeneeneeerneeeeseeennnnss 13
BENCHMARK 16T FILE WRITE, OPEN AND CLOSE .......uuiiitiieiiieeiteeeemteee e e e eteeeetaeeeeaeeneneenneeeeen 13
INTERNET SECURITY TE ST RESULTS ...t 14
BENCHMARK LT BOOT TIME . ....u ittt e e eeeee et e e et e e e et e e e e e et e e e et e e esa e eeemeaneeeennns 14
BENCHMARK 2T SCAN TIME ...couiiiiii it ee et eeeee e e e e e e e e e e e e e s e e e e aa e e st e eetneeeaan s ennmnaneeeennns 14
BENCHMARK 3T SCAN TIME OF ASOLID STATE DRIVE ....iiiiiiii et eeeee s 15
BENCHMARK 4T USERINTERFACE LAUNCH TIME ....ciiiiiiii it e et e e e et e e e et eeeme e e e ees 15
BENCHMARK 5T MEMORY USAGE DURINGSYSTEM IDLE.......ccuuiiiiiieeiiieeiiceeee e e e e e e e evees 16
BENCHMARK 6T BROWSETIME .....ciitiiiiiiieiiiiee et eeeemt e e e e e et e e et e e s temaee e st e e esaneeetneestnassnmnnsaes 16
BENCHMARK 7T INTERNETEXPLORERLAUNCH TIME ....ccuuiiiiiiiiiiiecei e e e e aeeneaans 17
BENCHMARK 8T INSTALLATION TIME ..ovuniiiiiieeit et ee et eeeee e e e e e et e e e e e e s e e ean e e eaan e e et eennnnns 17
BENCHMARK 9T INSTALLATION SIZE ..ouniiiiniiieeeete e e eeeeee e e e e e e e s ete e et emaeeseane e s aaneeean e eennaeees 18
BENCHMARK 10T REGISTRYKEY COUNT ...uuiiiiiiitiieeeie et eieeme e e eee e s e e e e e e seeeeeaneseeanseesnneeenns 18
BENCHMARK 117 FILE COPY, MOVE AND DELETE ... .cuuuiiiuneeiiteeeeeeeeeemeeeeaeeeeae e e ee e s eeemeanneeeen 19
BENCHMARK 127 INSTALLATION OF THIRD PARTY APPLICATIONS......ciivuieeiineeeeieeetceeeeeeaeeeenneees 19
BENCHMARK 137 NETWORK THROUGHPUT. .....uciiuteiieneeitieeeteeeeeseeeteeeeaneeeaanessemmtaeeeennesesneeeen 20
BENCHMARK 147 FILE FORMAT CONVERSION ... .cituuieittieiti ettt ceemeeteeesteeetnaeeetneessnnnaaeessneaesnnns 20
BENCHMARK 157 FILE COMPRESSION ANDDECOMPRESSION......ccuuiiiitieiiieeeticeeneetneeeenneessneeeennns 21
BENCHMARK 16T FILE WRITE, OPEN AND CLOSE ... .ccuuiiitiieiiieeiteeeiemeteeeete e e et e eetaeeeaaeneneanneeeen 21
FILE WRITE, OPEN AND CLOSET DETAILED GRAPH. ... ccuutiiiiiieiiiiee it e eemmte et e et e e et e e st eneeeeanaas 22
ANTI -VIRUS (COMMERCIAL AN D FREE EDITIONS) TEST RESULTS....coovvvvvvieeeeeeieenen, 23
BENCHMARK LT BOOT TIME....cuuuiiiiiiiiiiieeiiitie s ceeee e e e et e e e e e ettt s e e e e e smmmsa s e e s eatan s e e s eetan e e sennesesnnnns 23
BENCHMARK 2T SCAN TIME ...iutiiiiiiiiiiiie e e ettt eeeee e e e e e e e e e taas e e s e et mmmsa e e e s aatan s e e s eetan e e senneseannnsnns 23
BENCHMARK 37 SCAN TIME OF ASOLID STATE DRIVE .. ccvviiiiiiiiiiie e eeetreese e e et e e e e e evennees 24
BENCHMARK 47T USERINTERFACELAUNCH TIME ...uuiiiiiiiieieceeiii e eeeeme et e e e e eeta s eeen e e e eeeans 24

PassMark @ Software 5+eb-10 Page 2 of 65



Benchmark Report Performance Testing i 2010 Products

BENCHMARK 57 MEMORY USAGE DURINGSYSTEM IDLE....uuiiiiiiiiiiieeeiiiiieeceeeeeesiiseeeeetnn e e eeesannns 25
BENCHMARK 6T BROWSETIME ...covuuieeiitiiieeeetttsieeeseesestanseessstanseesssrnmnsasneessssnnneesssstnnsesnenneenes 25
BENCHMARK 7T INTERNETEXPLORERLAUNCH TIME ....uuuiiiiiiiiieeeeeiiiie s e eeeeeeeetin e e e eent e e e eevnmnnnnnns 26
BENCHMARK 8T INSTALLATION TIME ..ouuuiiitiieiiii it e et ceeee e e et e e et e e et e e e sbme e e et e e e aan e e et eeennnas 26
BENCHMARK 9T INSTALLATION SIZE ...uuiiiiiiiiii et e ettt eeeeete e e et e et e e et emeeeeea e st e e et e eennnaee 27
BENCHMARK 10T REGISTRYKEY COUNT ...uuiitiiiiiiieiie et eeemme e et e et e e et e e et eeeee et e e et e eeaaneeenas 27
BENCHMARK 117 FILE COPY, MOVE AND DELETE ... .cuuuiiiuieiiiieeiieeeiemie e e et e e e e e et e e et e eeeneanneeen 28
BENCHMARK 127 INSTALLATION OF THIRD PARTY APPLICATIONS......cituieiiiieeeiieeiieeeee et e eeanees 28
BENCHMARK 13T NETWORK THROUGHPUT. ......iiutiiiiieeiiieeiteee e et eeeta e e et e e et e s semmtaaeeanneeennneeeen 29
BENCHMARK 147 FILE FORMAT CONVERSION ... ccitttuieeiittinieesesimmmtinnseesestnnieesestnnessannessssnneeesees 29
BENCHMARK 157 FILE COMPRESSION ANDDECOMPRESSION.......ceiivtueieeiretniieeierneeessnneeesennnnaeaeees 30
BENCHMARK 16T FILE WRITE, OPEN AND CLOSE ....uuiiiiviiiieeieiiiiieeesiremeestiseeseatanseessssnnsseanseessssnns 30
TOTAL SECURITY TEST RESULTS ...ttt eeeme et e et e e e 31
BENCHMARK LT BOOT TIME.....uuuiiiiiiiiiiieeeiiiie s ceeee e e e et e e e e ettt e e e e e esmmmta s e e s aatan s e e s entan e e aeenesessansnns 31
BENCHMARK 2T SCAN TIME ...iuiiiiiiiiiiie e e e eeeee e s e e et e e et e e e e e e s mm s e e aa e e st e e et e e eannsennmnan e eannns 31
BENCHMARK 3T SCAN TIME OF ASOLID STATE DRIVE ....iviiiiiieeeie e eeeee ettt e e enene e 32
BENCHMARK 4T USERINTERFACELAUNCH TIME ....civuniiiiieiiiee it e eemeteeeee e e et e e etaeeeaaeneneenneeeen 32
BENCHMARK 5T MEMORY USAGE DURINGSYSTEM IDLE......cccuuiiiiiieeiiiie et ieeee et eeea e e eveeeeven 33
BENCHMARK 6T BROWSETIME .....ccvtiiiitieiiiieeeti e eeemti e e e e e e et e e esa e e st asaeess b e satneeesnneestnessnnnssnees 33
BENCHMARK 7T INTERNETEXPLORERLAUNCH TIME .. .ccuuiiiieiiiieeeei et ee e e et ee e e e e eenneaans 34
BENCHMARK 8T INSTALLATION TIME ..ovuuiiitiiiiiiiee it e et ceeee et e et eeeat e e e et e e s sbmaa e e et e esaneeebaeeeennnas 34
BENCHMARK 9T INSTALLATION SIZE ...uuiiiiiiiiiie e e et s eeemete e e e e et e st e e et smaeesean e s anneeean e eennaeen 35
BENCHMARK 10T REGISTRYKEY COUNT ...uuiiiiiiiiiieiii et e e eemmei e e e e e st eeean e e ennseene st eeeanseeanneeenns 35
BENCHMARK 117 FILE COPY, MOVE AND DELETE......cuuiiitieiiiieeei e eiemeee e s e e e e e st e e et s ennmeanneeeen 36
BENCHMARK 127 INSTALLATION OF THIRD PARTY APPLICATIONS......civiiieiieeeeieeeiieeeeeeieeeannens 36
BENCHMARK 13T NETWORK THROUGHPUT. .....uciiuiiiiieeeiieeetees e st eestaeesansestanessnmmtnesanneeennneeeen 37
BENCHMARK 147 FILE FORMAT CONVERSION ... .cctutiiitiieitieeetieeeeeetneeetnaeeetneessnnesesnsaesssnaeeesnseen 37
BENCHMARK 157 FILE COMPRESSION ANDDECOMPRESSION......cvuuiiittieirineeetieeenretneeerneeseteeeennnn 38
BENCHMARK 16T FILE WRITE, OPEN AND CLOSE .......uuiiitiieiiieeeteeeemtee e e eeee e e etae e e eneneennaeeeen 38
WHAT THISREPORTDOES NO T COVMER. e 39
DISCLAIMER AND DISCL OSURE.....cou et ee e 40
DISCLAIMER OF LIABILIT Y 1ottiiitit ettt e eit e et eeemmt e e e e e e et e e et e e et eeaee e st e e eann s e st eeanneessmmnnessnnaansnss 40
IS CLOSURE ... it iit ettt et e et eee et et e et e et e et e et e st aee et e et e et eetesanesn s snmeeaesnneetsernaesnsesnsennnnnesd 40
TRADEMARKS. .. et ittt e ettt et et em e ettt et e et et e e e e et saamtassasean st sanaetnstmanesnesnastnsesnsesnsesnssrnnnnes 40
CONTACT DETAILLS ..ot ettt eeeeee e et e e e e et e e e e ea b e e e eebaneeeeesaans 40
DOWNLOAD LINK Lot tiiiiiiieiee et e e eem e e e e et e e e e e e et eeemta e e s e ea e et e ea e et e et aene s eanastnesnnaeneennaes 40
APPENDIX 17 TEST METHOD i HOW DID WE CONDUCT T HESE TESTS?...ceeevvviveeeens 41
IMAGE CREATION STEPS.....ccuiiiiitieeiieeeteee e e e eeeeeeteeeeieeesaeeseemeteessneesesneessnneeesnsnenessnneensnnennn 41
BENCHMARK LT BOOT TIME.....u ittt eeeee et e et e e e e mme e e e et e e et e e et e e e aa e eenmaan e eannns 41
BENCHMARK 2T SCAN TIME ...couiiiiiiiiie e ee e eeeee e e e e e e e e e e e e e e s e e e s aa e e st e e et e e eann s ennmasnaeeannns 41
BENCHMARK 3T SCAN TIME OF SOLID STATE DRIVE ...ccuuiiiiiieiiice et eemmmaa e 4 42
BENCHMARK 4T USERINTERFACELAUNCH TIME ....civuiiiiiieii et ee et e e e et e e et e e e eeemeenaeeeeen 42
BENCHMARK 5T MEMORY USAGE DURINGSYSTEM IDLE........cuuiiiiiieeiiieeiiceeee e e e et e e 42
BENCHMARK 6T BROWSETIME .....cevtiieiiieeeteeeie e eeemei e e e eeete e e et s e e snnmeesesannseennseesnnsessneeeennnnee s 43
BENCHMARK 7T INTERNETEXPLORERLAUNCH TIME .. .ccuuiiiieeit e e e e e e e e eeemnans 43
BENCHMARK 8T INSTALLATION TIME ..ovuniiitiieiit et ee et eeeee e e e eeeea e e e e e s smea e e ean s e esa e e et eeeannns 43
BENCHMARK 9T INSTALLATION SIZE ...uniieiiiiieee et ee e eeeee e e e e e e e ete e et emeee s eane e s aaeeean e eennaeeen 44
BENCHMARK 10T REGISTRYKEY COUNT ...uuiiiuiiitieeeie et et eeeemee e e eae e s e e e e e s seeee et eeeanaeesnneeeans 44
BENCHMARKS 11-16T REAL-TIME PERFORMANCE ........civuueeiiieeee e eieme e e e e e e e e e e et e eeemeeneeeen 44
BENCHMARKS 117 FILE COPY, MOVE AND DELETE ......cccuuiiiiiieeiiiieeiiiceeee et eeeeeeeieeevneeeevmnnne e 4D
BENCHMARK 127 THIRD PARTY PROGRAM INSTALLATION .. ccuuuiiitieeiitieeii e etimeee e e et eean e e et eeennnas 46
BENCHMARK 13T NETWORK THROUGHPUT.......ciiutiiiieeiiieeitieee e et eeeteeeet e e et e s semmtaeessnneeesnnaeaen 46
BENCHMARK 147 FILE FORMAT CONVERSION(MP3A WAV, MP3A WMA) ....cccccoiiiiiiin. a7
BENCHMARK 157 FILE COMPRESSION ANDDECOMPRESSION ... ccuuuiiitiieiiieeetieeeeneeneeerneesaneeennnnsd 47
BENCHMARK 16T FILE WRITE, OPEN AND CLOSE .....ccuuiiitiieiiiieitieeeiemeteeeei e e et e eeteeeaneneneenneeeen 48
APPENDIX 27 TEST ENVIRONMENT ..ottt e et e e e s enemeab s e e s eebanaeeeeeed 49

PassMark @ Software 5+eb-10 Page 3 of 65



Benchmark Report Performance Testing i 2010 Products

APPENDIX 3T RAW RESULTS ...ttt s eeeee e s et s e e e e et e e s e e bamnnn s 50
(=010 2 I 1] = PSPPIt 50
SCAN TIME ¢ ittt eee e e e et e e et e ettt e e et ee e et e e eta e e ean e e st aannesasessanestnneaetnsessnnnaaeeeran 51
SCAN TIME OF ASOLID STATE DRIVE ...uuiiiiiiiiie et eemete et e e e et sseeee e e e et e e e seanaaneeeeene 52
USERINTERFACELAUNCH TIME ...ciittiiiiiiiiiie e e et seees s e e ettt s e e s eet s e e s esbmmmstan s e e s eetan s eeseataneesnnneenes 53
MEMORY USAGE DURINGSYSTEM IDLE ....iiiitiiiieiieiiiieeeeetimmmtateeeesssteeeessstnnsesnenessssnnseeesssnnneeeeens 54
BROWSETIME 1utuiiiiitiieeeettttie e e e e eemeet e e e e e et e e e e e et s saaeeeeeesaa e eesesann e eessrmmnstan s eesestaneesestanseeennnes 55
INTERNETEXPLORERLAUNCH TIME ..uuuuiiiiiiiiieeeceiii e e s eeree et e e e et s e e e estan smee s e e s eatan s e e s setnneeeesrnn 56
NS NI 7 5T VI = 57
INSTALLATION SIZE ... oot iiiitieeiii e et ee et e et e et e e et e e e et e eeemtaaeee b e e eata e eaan s staaeessnseesnnessnneaesnss 58
REGISTRY KEY COUNT ...uuiitieiiie ettt ettt eeeet e e et e e e ee et e e et aaee st e e st e e et esaan s snmntaeeanneeesnaeeen 59
FILE COPY, MOVE AND DELETE ... iiitiiiii et e e e et e et e e et e e et e et eeeeesst e e eanesetneessnneessnnnneesssd 60
THIRD PARTY PROGRAM INSTALLATION ...uuuiiitieiiitieiiieee et eeemeeieeetaeeeteeeeaesesamaeeessneeenneessnneaesnsd 61
NETWORK THROUGHPUT......uiitiieiiteiit ettt eeeee e et e e et e e et e e et e e s mmt e e et e eetn e st e aetnaeanrannsesnaeeens 62
FILE FORMAT CONVERSION ... .ctuuiiitiieetieetit e ieamttee et esstaeesanesstnaaaaestaaeetnessaeeetneessrnnesernaesenns 63
FILE COMPRESSION ANDDECOMPRESSION. ... ccuuuttttueeetteresnsaaenteseeennessnneestnesssnaesessnneessneeesnnaees 64
FILE WRITE, OPEN AND CLOSE ....ttttuititiietiteeett e timmeeetaaeesta s e st eestn s ameneannsestaaeetnaesennsssnaaaersnns 65

PassMark @ Software 5+eb-10 Page 4 of 65



Benchmark Report Performance Testing i 2010 Products

REVISION HISTORY

Revision Revision History

Initial version of this document. Includes results for 2Qi@ret

Draft 1 Security products that have been releaseahd some 2009 Internet 4 September 2009
Security produts.
Edition 1 | Small corrections made to the draft. First public release. 9 September 2009

Trend Micro Virus Buster 201Trend Micro Internet Security 20Hhd
Edition 2 | SourceNexVirus Security Zenesults addedSome corrections made 21 September 2009
graphs and raw data.

Added results for Am¥/irus products, plus results for newer (2010)
versions of Internet Security products. Added Rising Internet Security

Hnamn o0ySg LINBRAzOGO® / 2NNBOESR

Bdiion3 | ' s ®dzNm G128 LINE RdzOG Ay 3ANF LKas Long SDecember2009
{SOdNRG& %SNRéd LYLINR@GSYSyilia 2\
Corrected minor grammatical errors.

Edion 3.1 |/ 2NNBOUGSR &Ly 3INI LKA DA 2y SNNR N5 § 9 December 2009
raw results graph (p 46).
I RRSR (i m&uritg ¢ A INPBER dzO AsoGibell Gsuips Kok d

Editon4 [ &2 SoNR 2 NHzaG M A GK { Ll { ¢SS ASNiIus 5 Februan2010
HAMné @

Document

O. Warner,

The PC Spy 2001-2009

1 What Really Slows Windows Down

PassMark @ Software 5+Feb-10 Page 5 of 65


http://www.thepcspy.com/read/what_really_slows_windows_down/2

Benchmark Report Performance Testing i 2010 Products

Executive Summary

PassMarR Softwareconductedbjectiveperformance testing dnternetSecurityand AntiVirus
softwarefrom various vendors between July ZodndJanuary 2010Where applicable, zhave

replaced older results from software released for 2009 with new resultsffioarereleased for

2010.

Testing was performed on all prodsimsingsixteenperformance metrics. These performance
metrics are as follows:

Boot Time;

ScanTime;

ScanTime of a Solid State Drive (SSD);
User Interface AunchTime;

Memory Usagealuring Systemdle;
Browse Time;

Internet Explorer Launciime;
Installaion Size

Installation Time

Registry Key Count

File Copy, Move and Delete

Installation of Third Party Applications
Net wor k Throughput (previously named ABinary Down
File FormatConversion

File Compression an®ecompressiorand
File Write, Open andClose.

R e e

This report aims to objectively benchmark and compare products from two categories of software
based on their impact on system performance. These categories are as follows:

9 Internet Security software offers protection for computer usersifroiruses, spyware and
malware from malicious sources on the Interi¢hile feature sets vary from product to product,
some common security featuriesludeheuristicprotection againdt z edraoy 6 t h+ eat s, ant i
phishing,anti-spam oot kit detectiona personafirewall, parental controls, identity protection
or web content scanning

I Compared to Internet Security suitésiti -Virus software offers only basic protection for users
from malware. This software category offers fewer security features anchljghes less impact
on system performance. Some vendors also offetXreeVirus solutions that have fewer
feaures than some commercial AMirus products.

9 Total Security software offers all theprotection againshalware thatnternet Securitgoftware
would typically offer users plus a range oPC maintenance tools, disk backamqmother features
that would help give users comprehensive coverage and safeguards against malware.

No attempt was made to measure the effectiveness of threat detextivis,aspect is covered by
other industry benchmark$his report is solely focused on measuring how responsive the
applications are and how extensively the applications utilize the resources of the machine.

Testing was performed on a dual core Vista nraghthe same machine usedirevioustesting.

PassMark @ Software 5+eb-10 Page 6 of 65
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Overall Ranking

In the following tablessoftwareproducts have been ranked by scdiis score provides an

overall i ndi cati on ocbmpaedta éthempproductame habestesiece r f or manc e
the ame category.

Internet Security Software

Product Name ‘ Score
Norton Internet Security2010 171
ESET Smart Security 4 149
Kasperskynternet Security2010 143
G Datanternet Security2010 126 Norton
BitDefendernternet Security2010 125 5 Int‘emﬂ
SourceNext Mus Security Zero 119 EsSET ot
Risingnternet Security2010 118 _ t;;‘;‘f
Panda Internet Security 2010 107
AVGInternet Security9.0 101
FSecurdnternet Security2010 86
Trend Microlnternet Security2010 80
McAfeelnternet Security2010 74
Trend Micro Wfus Buster2010 57
Anti-Virus Software i Commercial
Product Name ‘ Score Norten Anti.
Norton Anti-Virus2010 137 v
Kaspersknti-Virus2010 114 -
G Data AntVirus 2010 112 ' ata Antj-
EET NOD32 Antiirus 4 110
Quick HeaAnti-Virus2010 83
Panda AntVirus Pro 2010 79
Welroot Anti-Viruswith SoySveeper2010 75
Trend MicroAnti-Virus2010 69
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Anti-Virus Software i Free Editions

Avira Antivir

P

Avast! Anti-

Product Name ‘ Score

Avira AntiVir Free mi-Virus 9.0 154
Avast! Ati-Virus 4.0 112
Microsoft Security Essentials 103
AVG Ati-Virus Free Edition 9.0 100

Total Security Software

Product Name McAfee Total

Pratection
Norton 360 v4
McAfee Total Protection 2010 43
BitDefender Total Security 2010 38
Trend Micro hternet Security Pro 2010 24
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Product Versions Tested

This report compares our results for the following versimgroducts:

Internet Security Software

Product Name Product Version | Date Tested

AVGTechnologies

Panda Security
ESETLLC

Kaspersky.ab

Trend Micro
SourceNext Corporation

Trend Micro

FSecure Corporation

McAfee

BitDefender

Beijing Rising International

Anti-Virus Software i Commercial

Manufacturer Product Name Product Verson Date Tested

Symantec Corporation

G Data Software

Panda Security
ESETLLC

Kaspersky.ab

Trend Micro

Quick Heal Technologies

Webroot Software Inc.
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Anti-Virus Software i Free Editions

Product Name Product Version | Date Tested

LM Avoswiromonso  ovoun oo
IR wesoimiss  dews awoo
L] vemotssomyessaias 1o agos
DTN Aosmmsrosasno0  sowe o

Total Security Software

Product Name Product Version Date Tested

[re e TS
LI venes o pomssma0 dovoss o
ECCICI ronseomnoseroas oo oacts
M oot Toaseanyzon  wowa oo
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Performance Metrics

We have selected this set of metrics to provide a comprehensive and realistic indication of the
product 6 s p aumbeoof aneas vehieh impact system performance for users. All
metrics are objective. Our test methods and results can be replicatediipatties using the

same environment.

Benchmarks 11 through to 16 comprise ofasdrigts e d fAper f oconmamsed obBaalk | e
of these benchmarks was designegdrwvide performance results in the context of the end user

experience by mimickingerformance of tasks that endersmayperform on aeattime or

daily basis

Please se@\ppendix 1i TestMethodi How did we conduct these testdf@r detailed test
methodologies.

Benchmark 17 Boot Time

The time taken for the machine to boot was measured. Security software is generally launched at
Windows starup, adding an exh amount of time to the boot time of the machine. Our aim was

to measure the additional time added to the boot process as a result of installing a security
product. Shorter boot times indicate that the application has less impact on the normal operation
of the machine.

Benchmark 27 Scan Time

All these products have functionality designed to detect viruses and various other forms of

malware by scanning files on the system. This test measured the amount of time required to scan

a typical set of clean file§.he sample set used against all products was 1.2GB worth of data,

made up of typical Wi ndowés files from the Windo

Benchmark 37 Scan Time of a Solid State Drive

This test measured how fast a product could scan the sdroktsst files, but on a Solid State
Drive (SSD). Solid State Drives use solid state memory to store files and data, -a@devand
generally have faster dataad speeds.

Benchmark 41 User Interface Launch Time

This test objectively measures howgpensive a security product appears to the user. It

measures the amount of time it takes for a produ
allow for caching effects by the operating system, both the initial launch time and the

subsequent launch tes were measured. Our final result is an average of these two

measurements.

Benchmark 57 Browse Time

It is common for security products to scan data for malware as it is downloaded from the

internet or intranet. This behavior may negatively impact braywspeed as products scan web

content for malware. This test measutestimetaken to browsea set of popular internet sites

to consecutively I oad from a | ocal server in a u

Benchmark 6 1 Memory Usage during System Idle

For this metic, we measured the amount of RAM used by the product while the machine and
product were in an idle state. All processes used by the product were identified and the total
RAM usage calculated. Better performing products used less RAM while the machiimeanas

idle state. By measuring the RAM used in an idle state (as opposed to RAM used while actively

PassMark @ Software 5+eb-10 Page 11 of 65
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scanning), we can measure what system resources are being consumed by the product on a
permanent basis.

Benchmark 71 Internet Explorer Launch Time

This tes is one way to objectively measure how much a security product impacts on the
responsiveness of the system. This metric measures the amount of time it takes to launch the
user interface of Internet Explorer 8. To allow for caching effects by the opesgtitegn, both

the initial launch time and the subsequent launch times were measured. Our final result is an
average of these two measurements.

Benchmark 81 Installation Time

It is important that a user has good first impressions of a product. The speeasarof the
installation process will strongly n f | u e n dnétial expetience rThistest measures the
minimum Installation Time a product requires to be fully functional and ready for use by the end
user. Lower times represent products which aiiekgr for a user to install.

Benchmark 91 Installation Size

In offering new features and functionality to users, software products tend to increase in size
with eachnew releaseAlthough new technologies push the size limits of hard drives each year,
the growing disk space requirements of common applications and the increasing popularity of
large media files (such as movies, photos and music) ensure that a product's installation size will
remain of interest to home users.

This metric aims to measure apd u dotaldnstallation sizeThis metric has been defined as
the total disk space consumed by all new files added during a product's installation.

Benchmark 107 Registry Key Count
A | arge registry increases atommativelyimpadts use of re
system performance, especially on much older machines. This test measures the amount of keys

and values added to registry, after rebooting the test machines, following a successful product
installation. Lower numbers mean that a prichas had less impact on the registry.

Benchmark 1171 File Copy, Move and Delete
This metric measured the amount of time required to move, copy and delete a sample set of
files. The sample file set contains several types of file formats that a Windomwsaxdd
encounter in daily use. These formats include documents (e.g. Microsoft Office documents,

Adobe PDF, Zip files, etc), media formats (e.g. images, movies and music) and system files
(e.g. executables, libraries, etc).

Benchmark 1271 Installing Third Party Applications
This metric measured the amount of time required to install and uninstall third party programs.
Benchmark 13717 Network Throughput

The metric measured the amount of time required to download a variety of files through HTTP.
Files used irthis test include file formats that users would typically download from the web

such as images, archives, music files and movi e
Downl oad Speedo in |l ast yeards reporlecithewe have c
test.
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Benchmark 147 File Format Conversion

This test measures the amount of time required to convert an MP3 fil&/£d/aand
subsequently, convert the same MP3 file to a WMA format.

Benchmark 1571 File Compression and Decompression

This metricmeasures the amount of time required to compression and decompression of
different types of files. Files formats used in this test included documents, movies and images.

Benchmark 16 7 File Write, Open and Close

This benchmar k was drdel/Otest dhttdf:/mewnthe@spy.cowWar ner 6 s
(please seReference #: What Really Slows Windows DowynThis metric measures the
amount of time required for the system to write a file, then open and close that file.

PassMark @ Software 5+eb-10 Page 13 of 65
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Internet Security Test Results

In the following charts, we have highlighted the results we obtained for Norton Internet Security
2010 in orangeThe industry average has also been in highlighted in gray for ease of
comparison.

Benchmark 17 Boot Time

The following chart compares the averagee taken for theystemo boot(from a sample of
15 boots over three cycles) forobanternet Security produtdsted Products withdwer boot

times are considered better performing products in this category.

ESET Smart Security 28.65
Panda Internet Security 201 3115
G Data Internet Security 201 32.21
SourceNext Virus Security Ze 32.67
Kaspersky Internet Security 201 33.59
Rising Internet Security 201 34.40
BitDefender Internet Security 201 85188
Norton Internet Security 201( 35.76
Industry Average 36.91
McAfee Internet Security 201( 37.04
F-Secure Internet Security 201 38.39
Trend Micro Internet Security 201 40.18
Trend Micro Virus Buster 201 43.44
AVG Internet Security 9. 57.00
10 20 30 40 50 60

Benchmark 27 Scan Time

Boot Time (s)

The following charcompars the averagéme taken tescana set 06159 files (totaling
982MB) for each Internet Security produtgsted This time is calculated by averaging the
initial (Run 1) and subsequent (Run§Pscan timesProdicts with bwer scan times are
considered better performing products in this category.

Norton Internet Security 201(

G Data Internet Security 201
Kaspersky Internet Security 201
FSecure Internet Security 201
Rising Internet Security 201
ESET Smart Security

Panda Internet Security 201
BitDefender Internet Security 201
SourceNext Virus Security Ze
Industry Average

McAfee Internet Security 201(
Trend Micro Internet Security 201
Trend Micro Virus Buster 201
AVG Internet Security 9.

60.83
86.63
86.75
105.75
110.25
122.88
123.13
124.73
142.33
145.63
167.47
179.80
180.00
402.67

50 100 150 200 250 300 350 400 450

Scan Time (s)
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Benchmark 3717 Scan Time of a Solid State Drive

The following charcompars the averagéme taken tescana set 06159 files (totaling

982MB) on a Solid State Drivior each Internet Security produtgsted This time is calculated
by averaging the initial (Run 1) and subsequent (Rebsstan timesProducts withdwer scan
times are considered better performing products in this category.

Norton Internet Security 201(
BitDefender Internet Security 201
Kaspersky Internet Security 201
G Data Internet Security 201
Rising Internet Security 201
FSecure Internet Security 201
ESET Smart Security
SourceNext Virus Security Ze
Panda Internet Security 201
Industry Average

McAfee Internet Security 201(
Trend Micro Virus Buster 201
Trend Micro Internet Security 201
AVG Internet Security 9.

31.25
46.46
59.38
69.50
74.88
81.13
83.63
85.59
94.91
106.88
120.88
130.24
130.80

380.75

50 100 150 200 250 300

Scan Time of a Solid State Drive (

Benchmark 41 User Interface Launch Time

The following chart compares the averdigee taken tdauncha
Products withdwer launch times are considered better performing products in this category.

ESET Smart Security

Norton Internet Security 201(

G Data Internet Security 201
SourceNext Virus Security Ze
Kaspersky Internet Security 201
AVG Internet Security 9.
FSecure Internet Security 201
Industry Average

BitDefender Internet Security 201
Panda Internet Security 201
Rising Internet Security 201
McAfee Internet Security 201(
Trend Micro Internet Security 201
Trend Micro Virus Buster 201

132.85

325.51

342.77

373.63

606.03

904.52

1028.71

1504.75

1879.50

1881.78

1976.44

2651.00

350 400

p r ouber oterfacs.

3699.00

3760.00

500 1,000 1,500 2,000 2,500

User Interface Launch Time (ms

3,000 3,500

4,000
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Benchmark 57 Memory Usage during System Idle

The fdlowing chart compares the average amount of RAMse byan Internet Security
product duringa period ofsystemidle. This average is taken from a sample of ten memory
snapshots taken at roughly 60 seconds apart after rétroducts withdwer idle RAMusage
are considered better performing products in this category.

BitDefender Internet Security 201
Norton Internet Security 201(
Kaspersky Internet Security 201
Rising Internet Security 201
SourceNext Virus Security Ze
Panda Internet Security 201
Industry Average

ESET Smart Security

AVG Internet Security 9.(
FSecure Internet Security 201

G Data Internet Security 201
Trend Micro Internet Security 201
Trend Micro Virus Buster 201
McAfee Internet Security 201(

0 10 20 30 40 50 60 70

Memory Usage during System Idle (ME

Benchmark 6 i Browse Time

The following chart compares the average time taken for Internet Explorer to successively load
a set of popular websites through the local area network fraweaderver machine. Products
with lower browse times are considered better performing products in this category.

Rising Internet Security 201
Norton Internet Security 201(
Trend Micro Internet Security 201
Trend Micro Virus Buster 201
SourceNext Virus Security Ze
AVG Internet Security 9.

Industry Average

Kaspersky Internet Security 201
FSecure Internet Security 201

G Data Internet Security 201
McAfee Internet Security 201(
Panda Internet Security 201
ESET Smart Security
BitDefender Internet Security 201

0 50 100 150 200 250

Browse Time (S)
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Benchmark 71 Internet Explorer Launch Time

The following chart compares the average launch times of Internet Explorer after rebooting the
machine for each Internet Security product we tefRedducts withdwerlaunch times are
considered better performing products in this category.

ESET Smart Security | 554.23
G Data Internet Security 201 709.17
Kaspersky Internet Security 201 732.63
BitDefender Internet Security 201 777.36
Norton Internet Security 201( 782.54
Rising Internet Security 201 939.34
SourceNext Virus Security Ze 960.99
Trend Micro Internet Security 201 1055.88
Panda Internet Security 201 1163.23
Industry Average 1336.66
AVG Internet Security 9. 1713.87
McAfee Internet Security 201( 1762.86
Trend Micro Virus Buster 201 2389.64
FSecure Internet Security 201 3834.81
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500

Internet Explorer Launch Time (ms

Benchmark 81 Installation Time

The following chart compargke minimum installation time it takes for émhet Security
products to be fully functional and ready for use by the end Bseducts withdwer
installation times are considered better performing products in this category.

ESET Smart Security

Norton Internet Security 201(
Kaspersky Internet Security 201
Rising Internet Security 201
Trend Micro Internet Security 201
Panda Internet Security 201
Industry Average

G Data Internet Security 201
SourceNext Virus Security Zerc
Trend Micro Virus Buster 201
BitDefender Internet Security 2010
AVG Internet Security 9.
FSecure Internet Security 201
McAfee Internet Security 2010°

61.20
65.76
160.90
191.67
203.52
224.00
261.65
271.20
290.36
296.90
340.17
343.21
434.04

518.52

100 200 300 400 500 600

Installation Time (S)

* Qur resultsfor McAfee Internet Security 2010, BitDefender Internet Security 2010andSourceNextVirus
Security Zeroincludetime taken for the installer to downloadmponerg as part of the installation process
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Benchmark 971 Installation Size

The following chart compares thetal size of files added during the instaltexdf Internet
Security products. Products withver installation sizes are considered better performing
products in this category.

ESET Smart Security
SourceNext Virus Security Ze
Norton Internet Security 201(
McAfee Internet Security 201(
Rising Internet Security 201
Panda Internet Security 201

AVG Internet Security 9.
Kaspersky Internet Security 201
Industry Average

BitDefender Internet Security 201
FSecure Internet Security 201
Trend Micro Virus Buster 201
Trend Micro Internet Security 201
G Data Internet Security 201

0 100 200 300 400 500 600

Installation Size (MB)

Benchmark 107 Registry Key Count

The following chart compares the amount of Registry Keys created during produdafiostal
for each Internet Security product tested. Products witlet key counts are considered better
performing products in this category.

Rising Internet Security 201
SourceNext Virus Security Ze
Norton Internet Security 201(
ESET Smart Security

FSecure Internet Security 201
AVG Internet Security 9.

Industry Average

Panda Internet Security 201
BitDefender Internet Security 201
Trend Micro Internet Security 201
G Data Internet Security 201
Trend Micro Virus Buster 201
Kaspersky Internet Security 201
McAfee Internet Security 201(

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000

Registry Keys Added (Key:
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Benchmark 117 File Copy, Move and Delete

The following chart compares tlaweragdime taken ta@opy, moe anddelet several sets of
sample filedor each Internet Security produsted. Products witlower times are considered
better performing products in this category.

Kaspersky Internet Security 201
ESET Smart Security
BitDefender Internet Security 201
Norton Internet Security 201(

G Data Internet Security 201
AVG Internet Security 9.(
SourceNext Virus Security Ze
Panda Internet Security 201
Industry Average

Trend Micro Internet Security 201
FSecure Internet Security 201
McAfee Internet Security 201(
Trend Micro Virus Buster 201
Rising Internet Security 201

0 10 20 30 40 50 60 70 80

File Copy, Move and Delete (s

Benchmark 127 Installation of Third Party Applications

The following chart compares tlaweragdime taken tanstall athird party applicatioror each
Internet Security product tested. Products watldr times are considered better performing
products in this category.

BitDefender Internet Security 201
Kaspersky Internet Security 201
ESET Smart Security

Panda Internet Security 201
Norton Internet Security 201(
Rising Internet Security 201
FSecure Internet Security 201
SourceNext Virus Security Ze
Industry Average

AVG Internet Security 9.

G Data Internet Security 201
McAfee Internet Security 201(
Trend Micro Virus Buster 201
Trend Micro Internet Security 201

0 20 40 60 80 100 120

Installation of Third Party Applications (s
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Benchmark 137 Network Throughput

The following chart compares tlaweragdime todownloada samplesetof common file types
for each Internet Security product tested. Products witlet times are considered better
performing products in this category.

Trend Micro Internet Security 201
Trend Micro Virus Buster 201
AVG Internet Security 9.

McAfee Internet Security 201!
BitDefender Internet Security 201
Kaspersky Internet Security 201
Norton Internet Security 201(
Panda Internet Security 201

G Data Internet Security 201
Industry Average

SourceNext Virus Security Ze
ESET Smart Security

Rising Internet Security 201
FSecure Internet Security 201

0 10 20 30 40 50 60 70 80 90 100

Network Throughput (s)

Benchmark 147 File Format Conversion

The following chart compasethe average time it takes for a sample file to be converted from
one file format to another (MRA3WMA, MP31 WAV) for each Internet Security product
tested Products withdwer times are considered better performing products in this category.

Norton Internet Security 201(
SourceNext Virus Security Ze
AVG Internet Security 9.
BitDefender Internet Security 201
McAfee Internet Security 201(
ESET Smart Security

G Data Internet Security 201
Industry Average

FSecure Internet Security 201
Trend Micro Internet Security 201
Rising Internet Security 201
Trend Micro Virus Buster 201
Panda Internet Security 201
Kaspersky Internet Security 201

0 5 10 15 20 25

File Format Conversion (s

PassMark @ Software 5+eb-10 Page 20 of 65



Benchmark Report Performance Testing i 2010 Products

Benchmark 1571 File Compression and Decompression

The following chart compares the averdigee it takes ér sampldiles to be compressed and
decompressefbr each Internet Security product tested. Products witlet times are
considered better performing products in this category.

Kaspersky Internet Security 201
Norton Internet Security 201(

G Data Internet Security 201
BitDefender Internet Security 201
ESET Smart Security

McAfee Internet Security 201(
AVG Internet Security 9.(

Trend Micro Internet Security 201
Industry Average

Panda Internet Security 201
Rising Internet Security 201
SourceNext Virus Security Ze
Trend Micro Virus Buster 201
FSecure Internet Security 201

0 10 20 30 40 50 60

File Compression and Decompression |

Benchmark 16 7 File Write, Open and Close

The following chart compares tlawerage time it takes farfile to be written to the hard drive
then opeedand closed 80,000times for each Internet Security product tested. Products with
lower times are considered better performing products in this category.

G Data Internet Security 201
AVG Internet Security 9.
FSecure Internet Security 201
Panda Internet Security 201
Norton Internet Security 201(
Kaspersky Internet Security 201
ESET Smart Security

Rising Internet Security 201
Industry Average

McAfee Internet Security 201(
Trend Micro Internet Security 201
Trend Micro Virus Buster 201
BitDefender Internet Security 201

SourceNext Virus Security Ze

0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000

File Write, Open and Close (s

* SourceNextVirus Security Zero andBitDefender Internet Security 2010performed poorly (over 3,300 seconds on
average to execute this test) but has been included in the average despite falling outside the graph.
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File Write, Open and Close i Detailed Graph

The following grajn shows products which performed better than the Industry Average in the
File Write, Open and Close metric on a more detailed scale for ease of comparison.

G Data Internet Security 201
AVG Internet Security 9.(
FSecure Internet Security 201
Panda Internet Security 201
Norton Internet Security 201(
Kaspersky Internet Security 201
ESET Smart Security

Rising Internet Security 201

30.00
34.12
41.28
46.44
54.38
57.72
94.87
208.76
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File Write, Open and Close (s
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Anti-Virus (Commercial and Free Editions) Test Results

In the following charts, we have highlightéhe results we obtained for Norténti-Virus 2010
in orangeTheindustry averagbas also beeim highlighted ingray for ease of comparison
These chartsomparedata for loth commercial versions and free editions of Afitius

products

Benchmark 17 Boot Time

The following chart compares the average time taken for the system to boot (from a sample of
15 boots over three cycles) for each Avitius product tested. Products with lower boot times
are considered better performing products in this cayegor

Avira AntiVir Free Aniirus 9.0
G Data AntVirus 2010

ESET NOD32 Adtirus 4
Kaspersky AntVirus 2010

Panda Antlirus Pro 2010

Microsoft Security Essential
Avast! AntiVirus

Industry Average

Trend Micro AntVirus 2010
Quick Heal AniV/irus 2010
Norton AntiVirus 2010

AVG AntVirus Free Edition 9.(
Webroot AntiVirus with SpySweeper 201

Benchmark 27 Scan Time

27.90
29.07
30.84
31.01
32.26
33.53
33.70
34.40
35.26
36.22
36.83
37.36
48.79

10 20 30 40 50 60

Boot Time (s)

The following chart compares the average time taken to scan a set of 6159 files (totaling
982MB) for each AntVirus product tested. This time is calculated by averaging the initial (Run
1) and subsequent (Runsb®scan timesProducts with lower scan times are considered better
performing products in this category.

Norton AntiVirus 2010
Avira AntiVir Free Aniirus 9.0
Kaspersky Anirus 2010
G Data AntVirus 2010
Quick Heal AndVirus 2010
Panda AntVirus Pro 2010
Avast! AntiVirus
Webroot Ant#Virus with SpySweeper 201
Industry Average
ESET NOD32 Aistirus 4
Trend Micro AntVirus 2010
Microsoft Security Essential
AVG AntVirus Free Edition 9.(

61.75
83.38
84.00
86.50
125.76
127.50
131.42
137.22
141.97
142.38
185.88
192.21
345.69

50 100 150 200 250 300 350 400

Scan Time (s
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Benchmark 37 Scan Time of a Solid State Drive

The following chart compares the average time taken to scan a set of 6159 files (totaling
982MB) on a Solid StatBrive for each AntiVirus product tested. This time is calculated by
averaging the initial (Run 1) and subsequent (RuB}<stan times. Products with lower scan
times are considered better performing products in this category.

Norton AntiVirus 2010
Kaspersky Amirus 2010
Avira AntiVir Free Antirus 9.0
G Data AntVirus 2010

Quick Heal AntVirus 2010
Avast! AntiVirus

ESET NOD32 Aistirus 4
Panda Antlirus Pro 2010
Industry Average
Webroot AntiVirus with SpySweeper 201
Trend Micro AntVirus 2010
Microsoft Security Essential

AVG AntVirus Free Edition 9.(

28.38
29.88
42.50
67.75
79.37
80.49
85.33
88.91
102.54
126.24
128.42

157.44

315.74

50 100 150 200 250 300

Scan Time of a Solid State Drive (

Benchmark 4 i User Interface Launch Time

The foll owing

chart

compares the

ESET NOD32 Aiirus 4 | 84.74
Microsoft Security Essential | 183.43
Norton AntiVirus 2010 | 264.77
G Data AntVirus 2010 | 318.48
Webroot AntiVirus with SpySweeper 201 | 446.82
Kaspersky Am¥irus 2010 | 537.88
AVG AntVirus Free Edition 9.( 764.68
Avira AntiVir Free AnWirus 9.0 988.65
Industry Average 1093.84
Avast! AntiVirus 1365.50

Panda AntVirus Pro 2010
Quick Heal AndVirus 2010
Trend Micro AntVirus 2010

1746.66

2770.50

3654.00

350

average
Products with lower launch times are considered better performing products in this category.

500 1,000 1,500 2,000 2,500 3,000 3,500

User Interface Launch Time (ms
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Benchmark 57 Memory Usage during System Idle

The folowing chart compares the average amount of RAM in use by arvins product

during a period of system idle. This average is taken from a sample of ten memory snapshots
taken at roughly 60 seconds apart after reboot. Products with lower idle RAM usage a
considered better performing products in this category.

Norton AntiVirus 2010
AVG AntVirus Free Edition 9.(
Avira AntiVir Free Anlirus 9.0
Kaspersky AntVirus 2010

G Data AntVirus 2010

Avast! AntiVirus
Industry Average
Panda AntVirus Pro 2010
ESET NOD32 Adirus 4
Trend Micro AntVirus 2010
Quick Heal Andi/irus 2010
Webroot AntiVirus with SpySweeper 201

Microsoft Security Essential

0 5 10 15 20 25 30 35 40 45 50

Memory Usage during System Idle (ME

Benchmark 6 i Browse Time

The following chart compares the average time taken for Internet Explorer to successively load
a set of popular websites through the local area network from a loeat sesichine. Products
with lower browse times are considered better performing products in this category.

Avira AntiVir Free Anlirus 9.0

Microsoft Security Essential

Webroot AntiVirus with SpySweeper 201
Avast! AntiVirus

Norton AntiVirus 2010

Trend Micro AntVirus 2010
Quick Heal AntVirus 2010

AVG AntVirus Free Edition 9.(

Industry Average

G Data AntVirus 2010
Kaspersky Anirus 2010

Panda Antlirus Pro 2010
ESET NOD32 Adstirus 4

Browse Time (s)
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Benchmark 71 Internet Explorer Launch Time

The following chart compares the average launch times of Internet Explorer after rebooting the
machine ér each AntiVirus product we tested. Products with lower launch times are considered
better performing products in this category.

Avira AntiVir Free An¥irus 9.0 452.72
ESET NOD32 Adtirus 4 471.02
Webroot AntiVirus with SpySweeper 201 572.76
Microsoft Security Essential 584.44
Norton AntiVirus 2010 586.22
G Data AntVirus 2010 618.68
Kaspersky Anirus 2010 696.06
Industry Average 819.63
Trend Micro AntVirus 2010 844.49
Panda AntlVirus Pro 2010 867.56
Avast! AntiVirus 1016.32
Quick Heal AndVirus 2010 1535.65
AVG AntVirus Free Edition 9.( 1589.65
0 200 400 600 800 1,000 1,200 1,400 1,600 1,800

Internet Explorer Launch Time (ms

Benchmark 81 Installation Time

The following chart compares the minimum installation time it takes forintis producs to

be fully functional and ready for use by the end user. Products with lower installation times are

considered better performing products in this category.

Norton AntiVirus 2010 | 67.53
Avira AntiVir Free AnWirus 9.0 | 71.70
ESET NOD32 Adirus 4 92.90
Trend Micro AntVirus 2010 116.25
Avast! AntiVirus 122.45
Quick Heal ArdV/irus 2010 130.13
Kaspersky AmVirus 2010 136.00
Microsoft Security Essentials 156.78
Panda AntVirus Pro 2010 161.70
AVG AntVirus Free Edition 9.( 171.14
Industry Average 172.62
G Data AntVirus 2010 292.20
Webroot AntiVirus with SpySweeper 201C 552.64
100 200 300 400 500 600

Installation Time (s)

* Our resultsfor Webroot Anti-Virus with SpySweepter 2010andMicrosoft Security Essentialsincludetime taken
for the installer to downloadomponerg as part of the installation process
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Benchmark 9171 Installation Size

The following chart compares the total size of files added during the installation e¥ifumsi
products. Products with lowenstallation sizes are considered better performing products in this
category.

Avira AntiVir Free AnWirus 9.0 | 75.32

Avast! AntiVirus 97.06
ESET NOD32 Aistirus 4 98.16
Microsoft Security Essential
AVG AntVirus Free Edition 9.(
Norton AntiVirus 2010

Panda AntVirus Pro 2010

152.27
157.92
164.64

200.87
Industry Average 210.81
Kaspersky Anirus 2010 219.84
Webroot Ant#Virus with SpySweeper 201
Quick Heal AndVirus 2010
Trend Micro AntVirus 2010

G Data AntVirus 2010

231.69
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371.84
521.98
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Installation Size (MB)

Benchmark 107 Registry Key Count

The following chart compares the amount of Registry Keys created during product installation
for each AntiVirus product tested. Products Wwiibwer key counts are considered better
performing products in this category.

Quick Heal AndV/irus 2010 | 441
Avast! AntiVirus | 1,036
Avira AntiVir Free Anlirus 9.0 | 1,270
ESET NOD32 Aiirus 4 | 1,697
AVG AntVirus Free Edition 9.(| 2,248
Norton AntiVirus 2010 | 2,380
Trend Micro AntVirus 2010 2,571
Panda AntVirus Pro 2010 2,906
G Data AntVirus 2010 3,737
Industry Average 3,988
Kaspersky AnWirus 2010 5,839
Webroot AntiVirus with SpySweeper 201 8,352
Microsoft Security Essential 15,375

2,000 4,000 6,000 8,000 10,00012,00014,00016,000 18,000

Registry Keys Added (Key:
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Benchmark 117 File Copy, Move and Delete

The following chart compares the average time taken to copy, move and delete several sets of
sample files for each Antfirus produt tested. Products with lower times are considered better
performing products in this category.

ESET NOD32 Adtirus 4
Kaspersky Anirus 2010
AVG AntVirus Free Edition 9.(
Norton AntiVirus 2010
Microsoft Security Essential
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Benchmark 127 Installation of Third Party Applications

The following chart compares the average time taken to install a third party application for each
Anti-Virus product tested. Products with lower times are considered better performing products
in this category.
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Benchmark 137 Network Throughput

The following chart compares the average time to download a sample set of common file types
for each AntiVirus product tested. Products with lower times are considered better performing

products in this category.
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Benchmark 147 File Format Conversion

The following chart compares the average time it takes for a sample file to be converted from
one file formatto another (MP3, WMA, MP3 A WAV) for each AntiVirus product tested.
Products with lower times arconsidered better performing products in this category.
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Benchmark 1571 File Compression and Decompression

The following chart compares the average titiakes for sample files to be compressed and
decompressed for each AiMirus product tested. Products with lower times are considered
better performing products in this category.
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Benchmark 16 7 File Write, Open and Close

The following chart compareké average time it takes for a file to be written to the hard drive
then opened and closed 180,000 times, for each\inis product tested. Products with lower
times are considered better performing products in this category.
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Total Security Test Results

In the following charts, we have highlighted the results we obtained for Norton 360 v4 in
orange. The industry average has also been in highlighted in gray for ease of comparison. These
charts compare data all tested T@&aturityproducts.

Benchmark 17 Boot Time

The following chart compares the average time taken for the system to boot (from a sample of
15 boots over three cycles) for edlabtal Securityproduct tested. Products with lower boot
times are considered better performing products in Hisgory.
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Benchmark 27 Scan Time

The following chart compares the average time taken to scan a set of 6159 files (totaling
982MB) for eachTotal Securityproduct tested. This time is calculated by averaging the initial

(Run 1) and subsequent (Run§)xscan times. Products with lower scan times are considered
better performing products in this category.
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Benchmark 37 Scan Time of a Solid State Drive

The following chart compares the average time taken to scan a set of 6159 files (totaling
982MB) on a 8lid State Drive for eachotal Securityproduct tested. This time is calculated by
averaging the initial (Run 1) and subsequent (RuBystan times. Products with lower scan
times are considered better performing products in this category.
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Benchmark 4 7 User Interface Launch Time

The following chart compares the average time ta
Products with lower launch times are considered better performing products in this category.
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Benchmark 57 Memory Usage during System Idle

The following chart compares the average amount of RAM in use bgtah Securityproduct
during a period of system idle. This average is taken from a sample of ten memory snapshots
taken at roughly 60 seconds apart after reboot. Products with id¥dRAM usage are

considered better performing products in this category.
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Benchmark 6 i Browse Time

The following chart compares the average time taken for Internet Explorer to successively load
a set of popular websites through the local area n&tfmom a local server machine. Products
with lower browse times are considered better performing products in this category.
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Benchmark 71 Internet Explorer Launch Time

The following chart compares the average launch times of Internet Explorer aftetimghbe
machine for eachiotal Securityproduct we tested. Products with lower launch times are
considered better performing products in this category.
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Benchmark 8 i Installation Time

The following chart compares the minimum installation time it té@&e3 otal Securityproducts
to be fully functional and ready for use by the end user. Products with lower installation times
are considered better performing products in this category.
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* Our resultfor McAfee Total Protection 2010includes time taken fo the installer to downloadomponerd as part of
the installation process
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Benchmark 971 Installation Size

The following chart compares the total size of files added during the installafiatadf
Securityproducts. Products with lower installation Szge considered better performing
products in this category.
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Benchmark 101 Registry Key Count

The following chart compares the amount of Registry Keys created during product installation
for eachTotal Securityproduct tested. Products with lower kegunts are considered better
performing products in this category.
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Benchmark 117 File Copy, Move and Delete

The following chart compares the average time taken to copy, move and delete several sets of
sample files for eacliotal Securityproduct testedProducts with lower times are considered
better performing products in this category.
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Benchmark 127 Installation of Third Party Applications

The following chart compares the average time taken to install a third party application for each

Total Secuity product tested. Products with lower times are considered better performing
products in this category.
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Benchmark 137 Network Throughput

The following chart compares the average time to download a sample set of common file types
for eachTotal Secutty product tested. Products with lower times are considered better
performing products in this category.
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Benchmark 147 File Format Conversion

The following chart compares the average time it takes for a sample file to be converted from
one file formato another (MP3, WMA, MP3 A WAV) for eachTotal Securityproduct
tested. Products with lower timesaonsidered better performing products in this category.
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Benchmark 1571 File Compression and Decompression

The following chart compares the averagestiit takes for sample files to be compressed and
decompressed for ea@lotal Securityproduct tested. Products with lower times are considered
better performing products in this category.
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Benchmark 167 File Write, Open and Close

The following chart conpares the average time it takes for a file to be written to the hard drive
then opened and closed 180,000 times, for &athl Securityproduct tested. Products with
lower times are considered better performing products in this category.
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What ThisReport Doesndt Cover

This report focused on performance measurements such as execution speed and resource usage.
No attempt was made to measure theatifeness of threat detectianthis aspecis covered
by other industry benchmarks

The metrics used fahis report cover a number of key performance areas. We have chosen
these metrics because they are objective and their results can be reproduaeicpbytitss.

However there are a number of areas that this
include:

CPU usage during local file scanning.

Impact on multitasking foreground tasks while scanning is in progress in the background.
RAM usage during scanning.

Impact on shutdown and hibernation times.

The time a product takes to uninstall.

i Owftthebox 0 vi rus signature update ti mes.
Impact on email receiving and sending times.

Speed of the products Ul when performing common tasks.

Impact on system stability.

Testing on 64bit operating systems with @it hardware.

E R EEEEEIE]

Some of these items are subjectinel/ar not easily measured, others such as signature update
times are likely to change from one week to the next.
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Disclaimer and Disclosure

This report only covers versions of products that were available at the time of testing. The tested

versionsareasont ed i n the fAProduct Versions Testedo sec!
have tested are not an exhaustive list of all products available in these very competitive product
categories.

Disclaimer of Liability

While every effort has been made to ensure that the information pregethiedreport is
accuratePassMark Software Pty Lissumes no responsibility for errors, omissions, oobut
date information and shall not be liable in any manmhatsoever for direct, indirect, incidental,
consequential, or punitive damages resulting from the availability of, use of, access of, or
inability to use this informatian

Disclosure

Symantec Corporation funded the production of this report and sdgaiae of the test scripts
used for the tests (Sé@pendix 1i TestMethodi How did we conduct these testb@low).

Trademarks

All trademarks are the property of their respective owners.

Contact Detalls

PassMark Software Pty Ltd
Suite202 Level2

35 Buckingham St.

Surry Hills, 2010

Sydney, Australia

Phone +61 29690 0444

Fax + 61 2 9690 0445
Web www.passmark.com

Download Link

An electronic copy of this report can be found at the following location:
http://www.pasmark.com/avreport
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Appendix 17 Test Method i How did we conduct these tests?

Image Creation Steps

Norton Ghoswas used to create a fAicleanodo bmage!l i ne i mag
was restored prior to testing of each different product

Install and activat&Vindows

Download and instalinandatory VihdowsUpdatesup until Service Pack 2

Disable Automatic Updates

Turn off Windows security notifications

DisableWindowsDefender automatic scans to avoid unexpected background activity
Close an disable "start at rurdn theVista sidebar to avoid some background activity
Disablethe Windows firewall

Install Ghost

Disable ghost taskbar icon from auto startup in msconfig

10. Disable windows defender from startup in msconfig

11. Optimize boaoihg with ProcessldleTaskgepeated several times)

12. DisableVista admin prompts to allow for better test automation

13. Reboot and tell msconfig not to start again.

14. Create image usingortonGhost

©COoNoGO~WNE

Benchmark 17 Boot Time

The machinswere rebooted in a cyclic manndio increase the reliability of boot time testing
on Windows Vista, we performed three runs containing five reboots each, leaving a five minute
wait time between each cyclBur final result is the average b5 boot timesampledaken.

We have definedhe start of the bogirocesdo be the end of the BIOS initializatioRurther,
we have definethe end of the boot processtie when the CPU was idle for figentinuous
seconds.

Windows has various functions to optimize the boot pro¢essthis metri¢c we haveorced
optimization of the systemith the product installedith ProcessldleTasksn five consecutive
reboots. For the duration of this test, we have removed the network cable to eliminate the
possibility of network activity interfering with ref.

Benchmark 27 Scan Time

Scan Timds the time it took for each product to scan a set of sample files. The sample used was
identical in all cases and contained a mixtursyastem files and Office filedn total therevere
6159files whose combined z was982MB. Most of these files come from the Windows

system folders. Ade file types can influencgcaming speed, the breakdown of the main file

types, file numbers and total sizes of the files in the sample set is given here.

dll 2589 490MB ime 35 5MB tsp 14 1MB
.exe 695 102MB .drv 31 1MB .com 14 <1MB
.Sys 332 23MB Ixt 31 1MB Xsl 14 <1MB
.gif 302 1MB .chm 30 6MB .h 13 <1MB
.doc 281 64MB .cpl 29 4MB .vsd 12 2MB
wmf 185 2MB .mfl 29 3MB .scr 12 2MB
.png 149 2MB Jinf 26 2MB .aw 12 2MB
.html 126 1MB .hip 22 3MB Js 12 1MB
.nls 80 6MB imd 20 18MB .Zip 11 25MB
Jpg 70 1MB .py 20 <1MB Jex 9 10MB
Jini 59 2MB .msc 18 1MB .ppt 9 4MB
Jico 58 <1MB vbs 18 1MB .acm 9 1MB
.mof 43 6MB xml 18 1MB wav 7 5MB
.ax 39 4MB rtf 16 62MB

Xls 38 3MB .ocx 16 4MB
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This scan was run without launching the prodsicser interfacgby rightclicking the test

folder and choosing the AScan Nowo option. To
built-in scan timer or reporting systelVhere this was not possible asdimeswere taken

manually with a stopwatch.

For each producfive samples were taken with the machine rebooted before each sample to
clear anycaching effects by the operating systems.

Compared to last year, we noticed many more products showingtargididifference
between the initiascan timgfirst scan) and subsequent s¢immes(scans 2 5). We believe this
behavior is due to products themselves caching recently scanned files.

As a result of this mechanism, we have averaged the four subsegaprimes to obtain an
average subsequent scan time. Our final result for this test is an average of the subsequent scan
average and the initial scan time.

Benchmark 3717 Scan Time of Solid State Drive

This methodology used for this test is identicaihe aboveScan Timeest with one key
difference- the sample file set is located on a Solid State Drive (SSD) and scanning will take
place from this drive.

The Solid State Drive we are testing on is a 64GiBsair Extreme Series X64 drive

The file set usd is identical to the file set usedBenchmark 2i ScanTime. Details about this
file set can be found above in the previous section.

The methodology we have used for this benchmark is also identical to that of Benchmark 2.
Benchmark 41 User Interface Launch Time

The launchime of a products user interface waakenusingAppTimer For each product

tested we obtained a total of fifteen sampfesm five sets ofthreeUl launches, with a reboot
before each sab clear caching effects by the operatisygtem\When compiling the results the
first of each set was separated out so that there was a set of values for the initial launch after
reboot and a set for subsequent launches.

We have averaged the subsequent launch times to obtain an average stitemeugletime.
Our final result for this test is an average of the subsequent launch average and the initial launch
time.

In some case#\ppTimerdid not correctly record the time taken for Ul launch. For instance,
some applications would open their windand look like they were ready, but then continued
to be unresponsive. Where the measurertent AppTimerappeared inaccurate, we hdaken
the timemanually with a stop watch.

Benchmark 517 Memory Usage during System ldle

ThePerflog++ utility was usedo record process memory usage on the system at boot, and then
every minute for another fifteen minutes after. This was done only once pecpaodiuresulted
in a total of 15samplesThe first sample taken at bastdiscarded

ThePerfLog++ utility records memory usage of all processest just those of the anthalware
product. As a result of thigh anttima | wa r e pracessbaeededitsbe isolated from all
other running system processe&se isolate relevant process, we usegrogram calle®rocess
Explorerwhich wasrun immediately upon the completiohmemory usage logging by
PerfLog++. Process Exploreis a Microsoft Windows Sysinternals software tool which shows
a list ofall DLL processesurrently loaded on the system.

PassMark Software Pty. Ltd. www.passmark.com
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Benchmark 6 7 Browse Time

We used a script in conjunction wilthT TPWatch(Basic Edition, version 6.1p record the
amount of time it takes for a set®66 p o p u | aes  loadednsecutively from a local
server This scriptfeeds a list ofJRLs intoHTTPWatch whichinstructsthe browser to load
pages in sequene@md monitorgthe amount of time it takes for the browser to load all items on
one page

For this test, we have usttternet Explorer §Version 8.0.6001.18783) as our test browser.

The set of websites used this test include front pages of high traffic pages. This includes
shopping, social, news, finance and reference websites.

The Browse Time tess executedive timesand our final result is an average of these five
samplesThe local serveris restartbde t ween di fferent products and
conducted prior to testing to instéllobe Flashan addon which is used by many popular

websites.

Benchmark 71 Internet Explorer Launch Time

Theaveragdaunchtime of Internet Explorer interfacwas akenusingAppTimer This test was
practically identical to the &kerinterfacelaunchtime test.For each product testedve obtained

a total of fifteen samplesom five sets otthreelnternetExplorerlaunches, with a reboot before

each seto clear caching effects by the operating syst&ien compiling the results the first of

each set was separated out so that there was a set of values for the initial launch after reboot and
a set for subsequent launches.

For this test, we have usétternet Exporer 8 (Version 8.0.6001.18783) as our test browser.

We have averaged the subsequent launch times to obtain an average subsequent launch time.
Our final result for this test is an average of the subsequent launch average and the initial launch
time.

Benchmark 81 Installation Time

This test measures the minimum Installation Time a product requires to be fully functional and
ready for use by the end user. Installation time can usually be divided in three major phases:

1 TheExtraction and Setup phaseconsistf file extraction, the EULA prompt, product
activation and user configurable options for installation.

1 TheFile Copy phaseoccurs when the product is being installed; usually this phase is
indicated by a progress bar.

1 ThePostInstallation phaseis any fart of the installation that occurs after the File Copy
phase. This phase varies widely between products; the time recorded in this phase may
include a required reboot to finalize the installation or include the time the program takes to
become idle in theystem tray.

To reduce the impact of disk drive variables, each product was copied to the Desktop before
initializing installation. Each step of the installation process was manually timed with a
stopwatch and recorded in as much detail as possible. Wipettevas required by the end user,
the stopwatch was paused and the input noted in the raw results in parenthesis after the phase
description.

Where possible, all requests by products teqman or posinstall scan were declined or
skipped. Where it wanot possible to skip a scan, the time to scan was included as part of the
installation time. Where an optional component of the installation formed a reasonable part of

PassMark @ Software 5+eb-10 Page 43 of 65

on



Benchmark Report Performance Testing i 2010 Products

the functionality of the software, it was also installed (e.g. website link ches&fhgare as
part of an Internet Security Product).

Installation time includethe time taken by the product installerdimwvnloadcomponents
required in the installatiorThis may includenandatoryupdates (e.g. Microso8ecurity
Essentialsor the delivey of the application itself from a download manager (BlgAfee
InternetSecurity201Q BitDefender hternetSecurity2010. We have noted in our results where
a product has downloaded components for product installation.

We have excluded product actiiat times due to network variability in contacting vendor
servers or time taken in account creation.

Benchmark 91 Installation Size

A product'sinstallationSize was previously defined as the difference between the initial

snapshot of the Disk Space (Civet) before installation and the subsequent snapshot taken after
the product is installed on the systethough this is a widely used methodology, we noticed

that the results it yielded were not always reproducible in Vista due to random OS operations
that may take place between the two snapshots. We improved the Installation Size methodology
by removing as many Operating System and disk space variables as possible.

Using PassMar kd6s OSCh e c-hstallatior disk signauresfdaed ni t i al and
product. These disk signatures recorded the amount of files and directories, and complete details

of all files on that drive (including file name, file size, checksum, etc) at the time the signature

was taken.

The initial disk signature was taken imdnately prior to installation of the product. A

subsequent disk signature was taken immediately following a system reboot after product
installation. Using OSCheck, we compared the two signatures and calculated the total disk space
consumed by all (and oyjlnew files added during product installation. Our result for this

metric reflects the total size of all newly added files during installation.

The scope of this metric includes only an 6out o
result doesot cover the size of files downloaded by the product after its installation (such as

engine or signature updates), or any files created by system restore poifes;ipfiées and

other temporary files.

Benchmark 107 Registry Key Count

This test meases the amount of keys and values added to registry, after rebooting the test
machine following a successful product installation. The test was conducted using
RegistryCounter.exan application which conducts a count of all keys, errors and values under
HKEY_LOCAL_MACHINE and HKEY_USERS.

Two Registry Key counts are taken, one prior to installation and a second immediately
following a reboot after installation. To obtain our result, we calculated the difference between
these two registry key totals.

Benchmarks 11-16 7 Real-Time Performance

We used a single script in testing Benchmark4d80The script first defragments the disk

volume (where defragmentation is higher than 15%) and then consecutively executes tests for
Benchmarks 145. The script times eagthase in these benchmarks usG@mmandTimer.exe

and appends results to a log file.

PassMark @ Software 5+eb-10 Page 44 of 65



Benchmark Report Performance Testing i 2010 Products

Benchmarks 117 File Copy, Move and Delete

This test measures the amount of time required for the system to copy, move and delete samples
of files in various file formatsThis sample was made up of 812 files over 760,867886s

andcanbe categorized as documents [26% of total], media files [54% of total] and PE files (i.e.
System Files) [20% of total].

The breakdown of the main file types, file numbers and total eizié files in the sample set
is shown in the following table:

File format Category Number Size (bytes)
DOC Documents 8 30,450,176
DOCX Documents 4 13,522,409
PPT Documents g 5,769,216
PPTX Documents 3 4,146,421
XLS Documents 4 2,660,352
XLSX Docurrents 4 1,426,054

PDF Documents 73 136,298,049
ZIP Documents 4 6,295,987
7z Documents 1 92,238
JPG Media 351 31,375,259
GIF Media 6 148,182
MOV Media 7 57,360,371
RM Media 1 5,658,646
AVI Media 8 78,703,408
WMV Media 5 46,126,167
MP3 Media 28 191580,387
EXE PE 19 2,952,914
DLL PE 104 29,261,568
AX PE 1 18,432
CPL PE 2 2,109,440
CPX PE 2 4,384
DRV PE 10 154,864
ICO PE 1 107,620
MSC PE 1 41,587
NT PE 1 1,688
ROM PE 2 36,611
SCR PE 2 2,250,240
SYS PE 1 37,528,093
TLB PE 3 135,580
TSK PE 1 1,152
UCE PE 1 22,984
EXE PE 19 2,952,914
DLL PE 104 29,261,568
AX PE 1 18,432
CPL PE 2 2,109,440
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File format Category Number Size (bytes)
CPX PE 2 4,384
DRV PE 10 154,864
ICO PE 1 107,620
MSC PE 1 41,587

NT PE 1 1,688
ROM PE 2 36,611
SCR PE 2 2,250,240
SYS PE 1 37,528,093
TLB PE 3 135,580
TSK PE 1 1,152
UCE PE 1 22,984

Total 812 760,867,636

This test was conducted five times to obtain the average time to copy, move and delete the
sample files, with the test machine rebooted between each sanmptaove potential caching
effects.

Benchmark 127 Third Party Program Installation

This test measured how much time was required to install and uninstall a third party application.
For this testCommandTimer.exttmed how long it took to install and unstall the Microsoft
.NET Framework 2.0 (*.msi) application on the test machine.

This test was conducted five times to obtain the average time to install/uninstall a third party
program, with the test machine rebooted between each sample to removialpzehing
effects.

Benchmark 137 Network Throughput

This benchmark measured how much time was required to download a sample set of binary files
of various sizes and types o\ 00MB/s network connectiofihe files were hosted on a

server machine runng Windows Server 2008 atkg 7. CommandTimer.exsas used in

conjunction withGNU Wgef(version 1.10.1jo time and conduct the download test.

The complete sample set of files was made Upb8{638,69hytes over 484 files and two file
type categoriesnedia files [74% of total] and documents [26% of total]. The breakdown of the
file types, file numbers and total sizes of the files in the sample set is shown in the following
table:

File format  Category Number Size (bytes)

JPEG Media 343 30,668,312
GIF Media 9 360,349
PNG Media 5 494,780
MOV Media 7 57,360,371
RM Media 1 5,658,646
AVI Media 8 78,703,408
WMV Media 5 46,126,167
MP3 Media 28 191,580,387
PDF Documents 73 136,298,049
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File format  Category Number Size (bytes)

ZIP Documents 4 6,295,987
7Z Documents 1 92,238
Total 484 553,638,694

This test was conducted five times to obtain the average time to download this sample of files,
with the test machine rebooted between each sample to remove potential caching effects.

Benchmark 141 File Format Conversion (MP3 A WAV, MP3 A WMA)

This test measured how much time was required to convert an MP3 into a WAV file and
subsequently, convert the same MP3 sample into a WMATiile.sample MP3 used was
3,375,104 bytem size.

To encode the MP3 into another formae used an application calléfchpeg.exeThe format
conversion process was timed ustgmmandTimer.exe

This test was conducted five times to obtain the average conversion speed between these
formats, with the test machine rebooted between each sémgiemove potential caching
effects.

Benchmark 1571 File Compression and Decompression

This test measured the amount of time required to compress and decompress a sample set of
files. For this test, we used a subset of the media and documents files trsefeile Copy,

Move and DeletdenchmarkCommandTimer.execorded the amount of time required for
7zip.exeo compress the files into a *.zip and subsequently decompress the created *.zip file.

This subset comprised 404 files 0v317,346,66bytes. Tle breakdown of the file types, file
numbers and total sizes of the files in the sample set is shown in the following table:

File format  Category Number Size (bytes)
DOC Documents 8 30,450,176
DOCX Documents 4 13,522,409
PPT Documents 3 5,769,216
PPTX Documents 3 4,146,421
XLS Documents 4 2,660,352
XLSX Documents 4 1,426,054
JPG Media 351 31,375,259
GIF Media 6 148,182
MOV Media 7 57,360,371
RM Media 1 5,658,646
AVI Media 8 78,703,408
WMV Media 5 46,126,167

Total 404 277,346,661

This test wagonducted five times to obtain the average file compression and decompression
speed, with the test machine rebooted between each sample to remove potential caching effects.
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Benchmark 167 File Write, Open and Close

This benchmark was derived from OliWarné s F i | ehttpl//Mwiy.thepespy.com t
(please seReference #: What Really Slows Windows Dowyn

For this test, we develop&penClose.exan application that looped writing a small file to
disk, then openingral closing that fileCommandTimer.exsas used to time how long the
process took to complete 180,000 cycles.

This test was conducted five times to obtain the average file writing, opening and closing speed,
with the test machine rebooted between each Eatopemove potential caching effects.
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Appendix 271 Test Environment

Model:

CPU:

RAM:

HDD:

O/Ss:

Secondary SSD:

IBM/Lenovo A55 ThinkCentre Desktop
Core2 Duo 6300

1GB DDR2

220GB

Windows Vista Ultimate (3:it) with Service Pack 2

Corsair CMFSSE64D1 64GBSSD
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Appendix 37 Raw Results

For ease of comparispwe have highligted the results we obtained fdorton Anti-Virus and
Internet Securit2010 in orange. Industry averages are highlighted in silver.

Boot Time

Internet Security Software Time (s)

AVG hternet Security 9.0 57.00

Trend Micro Virus Buster 2010 43.44

Trend Micro Internet Security 2010 40.18

FSecure Internet Security 2010 38.39

McAfee Internet Security 2010 37.04

Industry Average 36.91

Norton Internet Security 2010 35.76

BitDefendennternet Security 2010 35.33

Rising Internet Security 2010 34.40

Kaspersky Internet Security 2010 33.59

SourceNext Virus Security Zero 32.67

G Data Internet Security 2010 32.21

Panda Internet Security 2010 31.15

ESET Smart Security 4 28.65
Anti-Virus Software Time (s)

Webroot AntiVirus with SpySweeper 2010 48.79

AVG AntVirus Free Edition 9.0 37.36

Norton AntiVirus 2010 36.83

Quick Heal AniVirus 2010 36.22

Trend Micro AntVirus 2010 35.26

Industry Average 34.40

Avast! AntiVirus 33.70

Microsoft Security Essentials 33.53

Panda AntVirus Pro 2010 32.26

Kaspersky Arirus 2010 31.01

ESET NOD32 AMirus 4 30.84

G Data AntVirus 2010 29.07

Avira AntiVir Free AnWirus 9.0 27.90
Total Security Software Time (s)

Trend Micro Intenet Security Pro 2010 39.01

BitDefender Total Security 2010 37.81

Industry Average 36.50

Norton 360 v4 35.08

McAfee Total Protection 2010 34.08
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Scan Time

Internet Security Software

Time (s)

AVG Internet Security 9.0
Trend Micro Virus Bust&010
Trend Micro Internet Security 2010
McAfee Internet Security 2010
Industry Average
SourceNext Virus Security Zero
BitDefender Internet Security 2010
Panda Internet Security 2010
ESET Smart Sedyrd
Rising Internet Security 2010
FSecure Internet Security 2010
Kaspersky Internet Security 2010
G Data Internet Security 2010
Norton Internet Security 2010

402.67
180.00
179.80
167.47
145.63
142.33
124.73
123.13
122.88
110.25
105.75
86.75
86.63
60.83

Anti-Virus Software

Time (s)

AVG AntVirus FreeEdition 9.0
Microsoft Security Essentials
Trend Micro AntVirus 2010

ESET NOD32 Adirus 4
Industry Average
Webroot Ant#Virus with SpySweeper 2010
Avast! AntiVirus
Panda AntVirus Pro 2010
Quick Heal AniVirus 2010
G Data AntVirus 2010
Kaspersky AnVirus 2010
Avira AntiVir Free AnWirus 9.0
Norton AntiVirus 2010

345.69
192.21
185.88
142.38
141.97
137.22
131.42
127.9
125.76
86.50
84.00
83.38
61.75

Total Security Software

Time (s)

Trend Micro Internet Security Pro 2010
BitDefender Total Security 2010
Industry Average
McAfee Total Protection 2010

Norton 360 v4

160.60
140.75
113.61
93.72
59.38
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Scan Time of a Solid State Drive

Internet Security Software Time (s)
AVG Internet Security 9.0 380.75
Trend Micro Internet Securitydd0 130.80
Trend Micro Virus Buster 2010 130.24
McAfee Internet Security 2010 120.88
Industry Average 106.88
Panda Internet Security 2010 94.91
SourceNext Virus Security Zero 85.59
ESET Smart Security 4 83.63
FSecure Internet Security 2010 81.13
Rising Internet Security 2010 74.88
G Data Internet Security 2010 69.50
Kaspersky Internet Security 2010 59.38
BitDefender Internet Security 2010 46.46
Norton Internet Security 2010 31.25
Anti-Virus Software Time (s)
AVG AntVirus Free Edition 9.0 315.74
Microsoft Security Essentials 157.44
Trend Micro AntVirus 2010 128.42
Webroot AntiVirus with SpySweeper 2010 126.24
Industry Average 102.54
Panda AntVirus Pro 2010 88.91
ESET NOD32 Adirus 4 85.33
Avast! AntiVirus 80.49
Quick Heal Ati+Virus 2010 79.37
G Data AntVirus 2010 67.75
Avira AntiVir Free An¥irus 9.0 42.50
Kaspersky AnVirus 2010 29.88
Norton AntiVirus 2010 28.38
Total Security Software Time (s)
Trend Micro Internet Security Pro 2010 105.86
Industry Average 47.59
BitDefender Total Security 2010 45.75
Norton 360 v4 29.63
McAfee Total Protection 2010 9.11
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User Interface Launch Time

Internet Security Software Time (s)
Trend Micro Virus Buster 2010 3760.00
Trend Micro Internet Security 2010 3699.00
McAfee hternet Security 2010 2651.00
Rising Internet Security 2010 1976.44
Panda Internet Security 2010 1881.78
BitDefender Internet Security 2010 1879.50
Industry Average 1504.75
FSecure Internet Security 2010 1028.71
AVG Internet Security 9.0 904.52
Kagpersky Internet Security 2010 606.03
SourceNext Virus Security Zero 373.63
G Data Internet Security 2010 342.77
Norton Internet Security 2010 325,51
ESET Smart Security 4 132.85
Anti-Virus Software Time (s)
Trend Micro AntVirus 2010 3654.00
QuickHeal AntiVirus 2010 2770.50
Panda AntVirus Pro 2010 1746.66
Avast! AntiVirus 1365.50
Industry Average 1093.84
Avira AntiVir Free An¥irus 9.0 988.65
AVG AntVirus Free Edition 9.0 764.68
Kaspersky AnVirus 2010 537.88
Webroot AntiVirus wih SpySweeper 2010 446.82
G Data AntVirus 2010 318.48
Norton AntiVirus 2010 264.77
Microsoft Security Essentials 183.43
ESET NOD32 Adirus 4 84.74
Total Security Software Time (s)
Trend Micro Internet Security Pro 2010 3723.50
BitDefender Tadl Security 2010 1661.50
Industry Average 1423.27
Norton 360 v4 205.07
McAfee Total Protection 2010 103.02
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Memory Usage during System Idle

Internet Security Software RAM (MB)
McAfee Internet Security 2010 65.41
Trend Micro Virus Buster 2010 47.32

Trend Micro Internet Security 2010 36.39
G Data Internet Security 2010 35.21
FSecure Internet Security 2010 3291
AVG Internet Security 9.0 32.37
ESET Smart Security 4 31.70
Industry Average 30.37
Panda Internet Security 2010 26.86
SourceNext ViruSecurity Zero 23.27
Rising Internet Security 2010 21.98
Kaspersky Internet Security 2010 20.01
Norton Internet Security 2010 10.85
BitDefender Internet Security 2010 10.47
Anti-Virus Software RAM (MB)
Microsoft Security Essentials 47.50
Webroot Ant-Virus with SpySweeper 2010 40.89
Quick Heal AniVirus 2010 39.41
Trend Micro AntVirus 2010 28.55
ESET NOD32 Adirus 4 27.81
Panda AntVirus Pro 2010 26.57
Industry Average 26.39
Avast! AntiVirus 21.95
G Data AntVirus 2010 21.30
Kaspersk AntiVirus 2010 20.47
Avira AntiVir Free An¥irus 9.0 18.73
AVG AntVirus Free Edition 9.0 12.23
Norton AntiVirus 2010 11.25
Total Security Software Time (s)
McAfee Total Protection 2010 50.43
Trend Micro Internet Security Pro 2010 47.38
Industry Average 31.25
BitDefender Total Security 2010 15.00
Norton 360 v4 12.20
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Browse Time

Internet Security Software

Time (s)

BitDefender Internet Security 2010
ESET Smart Security 4
Panda Internet Security 2010

McAfee InternetSecurity 2010

G Data Internet Security 2010
FSecure Internet Security 2010
Kaspersky Internet Security 2010

Industry Average
AVG Internet Security 9.0
SourceNext Virus Security Zero
Trend Micro Virus ister 2010
Trend Micro Internet Security 2010

Norton Internet Security 2010

Rising Internet Security 2010

222.13
127.12
119.41
112.22
105.21
104.04
104.01
102.48
92.61
81.30
71.37
70.00
66.27
56.60

Anti-Virus Software

Time (s)

ESET NOD32 AMirus 4
Panda AntVirus Pro 2010
Kaspersky Ani¥/irus 20D

G Data AntVirus 2010
Industry Average
AVG AntVirus Free Edition 9.0
Quick Heal AniVirus 2010
Trend Micro AntVirus 2010
Norton AntiVirus 2010
Avast! AntiVirus
Webroot AntiVirus with SpySeeper 2010
Microsoft Security Essentials

Avira AntiVir Free Antirus 9.0

126.48
114.56
104.24
97.65
77.45
76.40
72.44
63.73
63.27
57.94
53.87
49.63
49.22

Total Security Software

Time (s)

BitDefender Total Security 2010
Industry Average
McAfee Total Protection 2010
Trend Micro Internet Secity Pro 2010
Norton 360 v4

276.63
125.97
92.38
71.12
63.75
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