PassMark

SOFTWARE

Antivirus, Internet Security and Total Security
Products Performance Benchmarking (2009)

Vista/Dual Core Hardware

September 2008

Document: Antivirus, Internet Securityand Total SecuritfPerformance Benchmarking
Authors: Karen Lai,David Wren

Company: PassMark Software Pty Ltd (www.passmark.com)

Date: 08/Sep08

Edition: Edition 1

File: antivirus_09performanceestinged1.docx

PassMark Software Pty. Ltd. www.passmark.com

ACN: 099 321 392



Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

TABLE OF CONTENTS

TABLE OF CONTENTS oottt ettt et e et e e s e e e et s e eaa e e et s es b s aeemnanssetnessenss 2
REVISION HISTORY oottt ettt e et e e e et e e e e e st e e e aa e e eanseeeesaa e e et e senneeeas 5
R (O T 5
EXECUTIVE SUMM ARY oot e e e e et s e e e et e s e e st e e eaa e s asneessba s eannees 6
OVERALL RANKING BY P RODUCT CATEGORY ..oeiiiiiiee ittt 7
INTERNETSECURITY (IS) PRODUCTS ... .ettitiieiiititie e e e s smtee sttt e ettt e e smmee st e e e s ansbnne e e e smnnes 7
ANTIVIRUS (AV) PRODUCTS. ..t ttieeeee et iee e etee e e s ettt e e e s s s s s et s b s seeeeeenaannnnennennne 7
TOTAL SECURITY (TS)PRODUCTS. .....uttttietiiittieeeeesaseeeaitteeeeeesstbseeeeessseeesssbseeeeessanbneeeeesssnnesaned 8
PRODUCGTS TESTED ...ttt e e e e e st e e e e e et seeeessaeeeba e sennseeras ]
INTERNETSECURITY (IS) PRODUCTS ... .ttiitiieiiititiee e e s smtee sttt e ettt e e smmee s sstnse e e e e s ansnnne e e e s smnnes 9
ANTIVIRUS (AV) PRODUCTS.....ccttititiutiiiisieeeeesiaeesseaaeeaeeteeasstsssan s iaaessssnnnsaseaaeeeeresssssrnnnreesssssmnnns 9
TOTAL SECURITY (TS) PRODUCTS. ...ttuuuiiii et eeeeeieeeeettiemmreseeeasstsssssaaeaessaaensesaaaaeesesesssnsnnnnn s aaeres 10
ORIGINAL SET OF METR ICS T CRITERIA MEASURED ....ccoviiiiiie et 11
BENCHMARK LT BOOT TIME ..uuiitiiiiiiiiiiie et eeeee et e e e et e st seemta e e s e s st e s e st s aa s es e nean e raeen 11
BENCHMARK 2T SCAN SPEED. ... . cuituiiitiettiitttietiernttestetsttesneesetsnesaeesnsstnseseetetteessnseestneran, 11
BENCHMARK 3T USERINTERFACELAUNCH SPEED.....uicuuiitiiiiiiitiiiiiesieeeetietieesieseniestessnsssnnnssennes 11
BENCHMARK 4T MEMORY UTILIZATION .uuiiieuiiiteeieteeeeeseteemtasestesestasesaanssstasseessetnsssensssnessenns 11
BENCHMARK 5T IE LAUNCH SPEED........uuiiituiiiitieisieeeiemmtseeetsssteesstsssanssaesssansssstsssensessansesssmnns 11
NEW SET OF METRICS T CRITERIA MEASURED .....covniiiiei e 12
BENCHMARK 6T INSTALLATION TIME ©.vuituiietiiiniitiiiene et ieemtasssnsesnsstnssan et essssnssnseansstnsssnssnsernnees 12
BENCHMARK 7T INSTALLATION SIZE ..uuiuniitniieniiteiie i eeemt et e s estsesassasssseentssssassnsesneesnessnesnn 12
BENCHMARK 8T REGISTRY KEY COUNT...euiittiiiiiteiteiie it ieeeit et setssstessnessnsesnresnessnssnsesnsssnssens 12
BENCHMARK 9T FILE COPY, MOVE AND DELETE.....iiuiiitiiiiiiiiiiiiiitieemrteesieeseesne st sansesnnssnesrnees 12
BENCHMARK 107 INSTALLING THIRD PARTY APPLICATIONS. ....uiiuiitiiitieeiiiitieeineeeneesnessneesnessneens 12
BENCHMARK 117 BINARY FILE DOWNLOAD SPEED......ciuuiituiiiniiineiineiimeesiessnestnessneesnesiesennesanns 12
BENCHMARK 127 FILE FORMAT CONVERSION ... .cuuiitiitiiitieiteetienetiesteesnesstiesnessnessnieensseesnesreeens 13
BENCHMARK 137 FILE COMPRESSION ANDDECOMPRESSION. ... ccuuittiiiteetiitesiseeeneesnessneesnessneens 13
BENCHMARK 147 FILE WRITE, OPEN AND CLOSE ....uivuiitiiiiiiieit e iiiieeeteetiesiesasitesassrnnessnesnnns 13
TEST RESULTST INTERNET SECURITY (I S) PRODUCTS.......cooviiiiiiee e eceeeeee e 14
BENCHMARK LT BOOT TIME ...t iiitiiietee e e et eee ettt e et e e et e et e e et s e e et s e et e e et s eeeassenmeaneeeenass 14
BENCHMARK 2T SCAN SPEED. ... .cuuiiuiitetueitnitttieemtaeesaesansesaeetntsanses—aeesa st sean ettt aaeesrnsrans 14
BENCHMARK 3A T INITIAL Ul LAUNCH TIME ...ceuiiiiteeeee et e e e et e et e e et s e srmmaassetesennnas 15
BENCHMARK 3B T SUBSEQUENTUI LAUNCH TIME ....ccvtiiiiieee e e e eeemeaeeeeen 15
BENCHMARK 4T MEMORY UTILIZATION ..ivuiiuitniiitiiineetnettieeessneesnestnesanestnessnssrmsesssesteranssnsesnnees 16
BENCHMARK S5A T INITIAL [E LAUNCH TIME ..uuiiniiiiiiiii e eeee ettt e et eemmt e s s ea e eaae e 16
BENCHMARK 5B T SUBSEQUENTIE LAUNCH TIME ..iuutiiuiiiiiiiiii i eetieee s ee e et st e ea s e s eans 17
BENCHMARK 6T INSTALLATION TIME ©.ivuiiuietiiiniitiiiineeitieemta s eetnesinesansetnessnenssnssanestersnssnesnnees 17
BENCHMARK 7T INSTALLATION SIZE ..uuiuuiitniiteiteiieeusieemtesttteetesetiestssnssssaenssssasstsesneesnessnesnn 18
BENCHMARK 8T REGISTRY KEY COUNT...euiituiiiiitieiiieiie it ieeeits et eette st esaesstsessnsesnessnsssneesnessneens 18
BENCHMARK 9T FILE COPY, MOVE AND DELETE.....cuuiiittieieiieeteee e e e e e e eae e e e e e eee e eeemeaeeeannns 19
BENCHMARK 107 INSTALLATION OF THIRD PARTY APPLICATIONS. ...cituiieniitneitneiieireennteeenesenneennas 19
BENCHMARK 117 BINARY FILE DOWNLOAD SPEED......citutttniitniienieeneiimeessnsssneesssssesnssssrenerenss 20
BENCHMARK 12T FILE FORMAT CONVERSION ... ccuuiittitteitettesnsienntssessesnessnsesnsssnsseniesntnsesaessneees 20
BENCHMARK 1371 FILE COMPRESSION ANDDECOMPRESSION. ... ccuuiettiitertieenesieereeneesnssensesneseneees 21
BENCHMARK 147 FILE WRITE, OPEN AND CLOSE ......cuuiiitiieieteeiteeeeemteeeeee e e et e setaeeeeaeneeeenneeeen 21
TEST RESULTST ANTIVIRUS (AV) PRODU CTS ..oiiiiiiiieeeeee e sceeere e eeeen s 22
BENCHMARK LT BOOT TIME ..uuiitiiiiiiiiiiiie s eee et e et e et e s eeemta e e s e s st e e s e eba s ansesanean s raeen 22
BENCHMARK 2T SCAN SPEED. ... .cuuituiiitiittittitttieemttesnetttesneetaetsnesaeesnessnssnestnettnresesaaeesterans 22
BENCHMARK 3A T INITIAL Ul LAUNCH TIME ottt cie et ieme et e e st e st st s st eemmtsesbseneennnes 23
BENCHMARK 3BT SUBSEQUENTUI LAUNCH TIME . .cuiiiniiiiiiicii i ceteee e e s ea s e 23
BENCHMARK 4T MEMORY UTILIZATION ..uuiieeiiiteeeei e eetn e eemmeaee st e e et e e eaaessaneneessetnsessnnesenneeeenns 24
BENCHMARK SA T INITIAL IE LAUNCH TIME ...civtiiiiteiiit et e e e e e e et e e e s e semmaa e e eaaeeeennas 24
BENCHMARK 5B T SUBSEQUENTIE LAUNCH TIME ....iivtiiii e ee e e e et e e e e eeemeaneeeen 25
BENCHMARK 6T INSTALLATION TIME ©.ivuniiitiiiiieee it eeetceees e e st eeeet e e s eaaeessbmassesan s sanneeebneennnnns 25

PassMark @ Software 8 Sep 08 Page 2 of 68



Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

BENCHMARK 7T INSTALLATION SIZE ..ouuiietiiiiiieiie e eei e eeemete e s eesea e s eae e s ebsaeessan s s saneesanseesanseres 26
BENCHMARK 8T REGISTRY KEY COUNT ... cittiiitiiiieteeietieseemet e s eeeaa e s ean e e st seeesebaesssnnsssaneeenans 26
BENCHMARK 9T FILE COPY, MOVE AND DELETE .. ..cuuiiittiiieiieitieeeme e eea e s et e sei e s eeasseemsaneesennss 27
BENCHMARK 107 INSTALLATION OF THIRD PARTY APPLICATIONS. .. .ctuiitiiiiiieiieiicenmteeeaeeeneeans 27
BENCHMARK 117 BINARY FILE DOWNLOAD SPEED......c.uutiuuiitniiiniiiniiimeisinisenestnesineeanesinesennesanss 28
BENCHMARK 127 FILE FORMAT CONVERSION ... .cuuiitiiitiitetteitiemntiestesnessniesnessnsssnieensssesnessneees 28
BENCHMARK 137 FILE COMPRESSIONAND DECOMPRESSION. ... ccuuivtiiiteitiitesinreeneesnessniesnessnees 29
BENCHMARK 147 FILE WRITE, OPEN AND CLOSE ....uuiuuiitiitiiiieitie it iieerieeteeteeasitesassbmessnsasnans 29
TEST RESULTST TOTAL SECURITY (TS) PRODUCTS.....cotiiiiiiiiieee ettt 30
BENCHMARK LT BOOT TIME ....uuiiitiiiiiiieiet et eeeee et e e e s e e e e et e e s e s e s eb e s st s e eba e s eaansseemean e rennss 30
BENCHMARK 2T SCAN SPEED. ....uuiituiittnieitiessteeeessetsesesnesssnessasessnmntaertseeen st eesrnseeenrenaesees 30
BENCHMARK 3A T INITIAL Ul LAUNCH TIME ...civviiiiiieeiei et es e e et s e et e e st e e et s s semmaa s e et seennnas 31
BENCHMARK 3B T SUBSEQUENTUI LAUNCH TIME ....iivtiiiiieiiiieceee e eem e e et e e st e e e s eeemean e ees 31
BENCHMARK 4T MEMORY UTILIZATION .uuiiiuniiiteieieteeetn e semmtaaeestasestnssssanssssssnsessstassssnnssssnessenns 32
BENCHMARK S5A T INITIAL [E LAUNCH TIME ..uiiiniiiiiiiiiiciie et et e et eemmt e s s an e enae e 32
BENCHMARK 5B T SUBSEQUENTIE LAUNCH TIME ...uuuiiiiiiiieeeieiiis e e s e eeemeet e e e e et e e e s et seeneeeeeeanen 33
BENCHMARK 6T INSTALLATION TIME ©.vuituiietiiiniitnietneetnieemtasssnsesnsssnssan et sssenssnssansstessnssssernnees 33
BENCHMARK 7T INSTALLATION SIZE ..uuiuniitniieniiteiie i eeemt et e s estsesassasssseentssssassnsesneesnessnesnn 34
BENCHMARK 8T REGISTRY KEY COUNT...euiittiiiiitiiie it et ieemit et setsesaeesaesstsessnsresnessnsssnsesnsssnssens 34
BENCHMARK 97T FILE COPY, MOVE AND DELETE......uiiittieitiiieiiieeeeimmeeeeeteeeeteeeeteeeaaesermeaneeeennns 35
BENCHMARK 107 INSTALLATION OF THIRD PARTY APPLICATIONS. .. ccuuiiuiiiiiieiieiiecennteeaeeneenns 35
BENCHMARK 117 BINARY FILE DOWNLOAD SPEED......ciuutituiiiniiiniiiniiimeestnessnestesseesesiesnnnesanns 36
BENCHMARK 127 FILE FORMAT CONVERSION ....cctuiittittiiitietteettienntessiestessnsesnessnsssnieensseesesrneres 36
BENCHMARK 137 FILE COMPRESSION ANDDECOMPRESSION. ... ccuuivtiiitertiirtesineesneesneisneesersnees 37
BENCHMARK 147 FILE WRITE, OPEN AND CLOSE ....uituiitiiiiiiiieitieiiiientieetiesiaesasstesnsssnneesnesnnns 37
WHAT THIS REPORTDOE S NO T CON.ER. et 38
DISCLAIMER & DISCLOS URE ... oottt ee e et e et e s mm e 39
DISCLAIMER OF LIABILITY trutituiittiittiitiiine et iemsestaesaneetesasetesteeanta st setestseasstersanenrasssesnees 39
DT EST0] M S]] =SS 39
T RADEMARKS. .1t ttttte it ettt et e ereat ettt saa e st e st eaa e tnsaenta s aaseaaesbaesaneetn s b anssn e an s tasssnsesnsssnssrnnnnes 39
CONTACT DETAILS & MO RE INFORMATION oottt e s eeemaa e 39
DOWNLOAD LINK . 1uiitiiitiiiieeiit et em e e e e e et e st e et e et eeemta s s e eaa e s b e san e et s b ene b s sanes b esanssaeernes 39
APPENDIX 117 TEST METHOD i HOW DID WE CONDUCT T HESE TESTS?...cccovvvvivnnnne. 40
(O]l 1Y o] NI Vi1 =5 1 s [] 510 ] W€ 28T 40
BENCHMARK LT BOOT TIME ..uuiitiiitiitiit e et eee e e e e et e et e s seemt e e e e st s e e e e anesanseseaneanserneen 40
BENCHMARK 2T TOTAL SCAN SPEED. ... cuuiituiiuniiteiteetiemmteeteeaesetestssnsssieentseraessnseseesessnsesnn 40
BENCHMARK 3T Ul LAUNCH SPEED.......cituiitniitiiie it et e et e et et s et asmmaseasssaesensesnesensennes 41
BENCHMARK 4T MEMORY UTILIZATION ..ivuiiniiiniiinteee et e eeieeeseeeaaesaaesans et ssanssamnnssansstnssansenssnned 41
BENCHMARK 5T IE LAUNCH SPEEDL.....uiituiitniitiiieitsieaeeeiteeetasetiettassnsssssenntsssesstsesnessnsesneesninens 42
BENCHMARK 6T INSTALLATION TIME ©.vuituiiitiitniittiiineettieemte st eeanestesaneetnesseenssnssanestessnssnernnees 42
BENCHMARK 7T INSTALLATION SIZE ..uuiuuiitniitiiieiie it ieemtstts et eetiestssasssseensassasstsesneesnessnesen 42
BENCHMARK 8T REGISTRY KEY COUNT...cuiiiuiiiiitieiiie et ieemit et seaes st esaesstssssnneesnessnsssneesnessneesd 42
BENCHMARKS 9-147T REAL-TIME PERFORMANCE ......uuittiiitiiitiittiiitieemtaeesnestteesneetnessnsessaneanesrneees 43
BENCHMARKS 9T FILE COPY, MOVE AND DELETE . .cutieuiiiiiieiieti it eteeeeteeee et e etesansean s s mneesaneeans 43
BENCHMARK 107 THIRD PARTY PROGRAM INSTALLATION ..cvuiivtiieneitneieneetneesieeeesnseanestnernnseneennes 44
BENCHMARK 117 BINARY FILE DOWNLOAD SPEED.......cueivviiiteiiiienierieereeneesnseensernsssnsesnsssnnnnesnen 44
BENCHMARK 127 FILE FORMAT CONVERSION(MP3A WAV, MP3A WMA) ..o, 45
BENCHMARK 1371 FILE COMPRESSION ANDDECOMPRESSION.....ctuuietniiteeteisesiereeneesnssensesnesenseess 45
BENCHMARK 147 FILE WRITE, OPEN AND CLOSE ......cuuiiitiieieteeiteeeeemteeeeee e e et e setaeeeeaeneeeenneeeen 46
APPENDIX 27 TEST ENVIRONMENT oottt eeeei e e e et e s e e e se e e ean e ranseanssans 47
APPENDIX 3A T INTERNET SECURITY RA W RESULTS. ..o 48
[T 1 I I, PR £ o
S N IS =T =1 o T 48
INITIAL UT LAUNCH SPEED.......cuuiiiitiieieet e eeeeeet s ee et e et e e st s e s aaeese st s esansesannseetnsessnmnsessnneenans 49
SUBSEQUENTUI LAUNGCH SPEED ... .ccuuuiiieteieteeiet e eeemeaneesaeeestseesaasesasssessstnssssnnssssnassstnsessnnnssnsd 49
IMEMORY UTILIZATION 1uiittiitiitiiieitee it et ree et set e st s st s et e st s mma s st esaeesa s sasesnessnssnnnssssnsesnessnenns 50
INITIAL TE LAUNGCH SPEED. ... cuuiitiittiiiiiiineettieemtasssteesn ettt ssaneetasssaaessssesasstassansstnssbnssrmnareansernessnnn 50

PassMark @ Software 8 Sep 08 Page 3 of 68



Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

SUBSEQUENT IE LAUNCH SPEED.......uiiiiiitiiieeiettieeeeeeeeetiaeeeeetttneessssummnstnnsesssstnnsessestnnseesnnneeees 51
INSTALLATION TIME ..tuuueitittiieeteeti s e esetrmmeeta e e e sestunaeeeestan e eaaesessasanseesesaaseeestsnmnntanseessntnnsersennnnss 51
NS N I 10 N =SS 52
REGISTRY KEY COUNT ...uuiitieii ettt ettt eeemt e et e e e e et e e et e e e st e e st e e et esaan s sanntaeeanneeennneeeen 52
FILE COPY, MOVE AND DELETE ...uuiiitiiiii ettt e e e eeemte e et e et e e et e e et esaee e st e e e st e e et e estneesnmnnaeees 53
THIRD PARTY PROGRAM INSTALLATION ...uuuiiitieiiiiieiiieee et eeemeeieeeste e e et e e eatesetmaeeessneeennessnneeesnns 53
BINARY DOWNLOAD SPEED.......cuuiiiteeiiteeiteaeameet e e et eeeetaee st eestaasessaneestaaeestnassnnessnnntaaassnnaees 54
FILE FORMAT CONVERSION ... .ctuuiiitiieitieeteteeiemmtt e e et e ee st eeean e s saneaaaesta e e etn e staneeetnaessrnnnnsesnaaesnns 54
FILE COMPRESSION ANDDECOMPRESSION. ... .cuuuiiitieeitteeetieeeenesteeetnessneestnaeessnnaaeessnneestnaeesnnaees 55
FILE WRITE, OPEN AND CLOSE ...utuuieiittieieeeette s e e teeeesast s eesestan s eesestansmeasssessstanssesestnnseeeessnnmesnnnss 55
APPENDIX 3BT ANTIVIRUS RAW RESULT S....o e eeeee e 56
[0 T 1 I 1 = PSSP 56
SCAN SPEED. . .uuuitiittiteeetettieteeteeeteetat e eeeetttaeeeetttsa—aaseeessstansasesstaneesssnnnsttanaeeeestanaeerestnnseenanneees 56
INITIAL UL LAUNCH SPEED .. .. ctttttuteetittiieetsermmettaeeesestunaeessetan s aaaesessssansessstaneesssssnmnsansesssnnnnns 57
SUBSEQUENTUI LAUNGCH SPEED.....ccuuiitiiitiitieitiestiieettesstiesteestisstesnssisesssesnessnsssneesnesseernseesens 57
MEMORY UTILIZATION .euiiiitiieiite et e et eeeee e et e e eet e e et e e st amaeeesaa e sstneestaeeeansesrnmnnneeetneesnnneeen 58
INITIAL TE LAUNGCH SPEED. ... .ictueititeeet ettt e eeemettaee et eestiaeeetaessasaaee st esstnsestaeeetneessnnnnessnneeernns 58
SUBSEQUENTIE LAUNCH SPEED......uuiiiiitiiieieiiiiiieseeeeeesettiseessatinseesssstmmsa s aesestansaessessnnaeeseennsesnns 59
INSTALLATION TIME ... iitueiitieite ettt e e eteeie e et eeeat e e et e e st eeeamesa e s st e st eeesnessannaaesetaeesnnesssnaensnns 59
INSTALLATION SIZE ... ctuueiiitieeiieeete e ettt e et e et te e e et e e eet e aeensaaeeetaeeestnesssnnesstaaeessneesnnsessnneensnsd 60
REGISTRY KEY COUNT . ..uuiiiteiiit et it ee e eeemt e e et e e et e e et e e et e e e s st e e et e e etneesan s sanntaeestnseesnneeen 60
FILE COPY, MOVE AND DELETE . .uiiiitiiiii et ee et eeemmt e e ste e e et e e st e e st smene e st e e eannessnneesenneessnnnneesesd 61
THIRD PARTY PROGRAM INSTALLATION ..euuuiiiieeiiiieeiieesitseeemeetneesenaeestneeesnnesssnmaeeessnseesnnessnneersnsd 61
BINARY DOWNLOAD SPEED......cccuiiitieiiteeeteceemeateeeanesanneestteestmaasessnnsestneesnnsessnnessnnntneessnnaees 62
FILE FORMAT CONVERSION ... .cctuieitiieetuetsteeismmttee st eseteesansesannsaaeestanaeetnestnneestnersnmnasesennaeesnns 62
FILE COMPRESSION ANDDECOMPRESSION. ... cctuuitttueetteresnsaaentsteeesnessnneestnesssnsesessnneestneeesnnaees 63
FILE WRITE, OPEN AND CLOSE ....cittuititieetiteeeett et e e e et e e e et ee et eeeta e saeneetnsstaeeetsersnnsernnaeesenns 63
APPENDIX 3C T TOTAL SECURITY RAW R ESULTS ...uuiiiiiiiieeeececeeeemeee et 64
B OO T TIME . cui it ettt e et e e eeeee it e et e et e et e et e eanesrmne et esaneenenteerneesnsesnnneernssd 64
o7 NS =T =1 =1 o SRS 64
INITIAL UT LAUNCH SPEED.......cuuiiiitieeet et e eeeee e e et e et e e e e e aemeee e et e e e et e e st e eetneessnmnnessnneenenss 64
SUBSEQUENTUI LAUNCH SPEED.....ccuuiiiiiiiiieeeeetitaeeeseeeesatteeessastnnsessssnmmsssnnaeesessnnaeesessnnseennnneeed 65
MEMORY UTILIZATION .. ouuiiitieiiii e e it e et eeeme e et ee e et e e et e e st amaeeesan e s ann e eaneeannsessnmnnneestneesnnneeen 65
HTTP DOWNLOAD SPEED........uiituuiiiutieeitieetmmieeeetteeeeaneestneestn s aaensennsestnssstnaassnnesssnnsaeessnseeennesd 65
INITIAL TE LAUNCH SPEED. ... .ccuuiiiitieeiiietiteeeemmiataeettee et eestn e s auaaaase st esannsessaeestneessnnnnessnneessnss 65
SUBSEQUENTIE LAUNCH SPEED.......uiituiiiiiiiiiiiiiiitieemtneetesieesesiessnsstisensanessnssssstersnssnsesrnneeenssd 66
INSTALLATION TIME ... iituieiiieiiiie e et e e e e et e e e et e e e e e et eeeameaa e e san e e e ta e eaanessananesetneeennneeennaannnss 66
INSTALLATION SIZE....iuuueiiiiieeii et e e e e e et e e et e e e e e e et s eeemsaaeeeteeeatn s esnneestnaneesanseeennsessnneansnsd 66
REGISTRY KEY COUNT ...uuiiteeiit e ee et e et eeee et e e et e e e e e e e e e et eee e e e e et e e et e e san e semmteeesnneeennneeeen 66
FILE COPY, MOVE AND DELETE ... ciitiiiiieeeieee et e eeemte e et e et e et e e et eneeeeea e e eaneesetneeesneessnnnneesss] 67
THIRD PARTY PROGRAM INSTALLATION ...uuuiiitieeiiiieetieeei e eeemeeieeeteee et e e eeaesesmneeessneeenneessneesens] 6.7
BINARY DOWNLOAD SPEED. ... ..ceuiiitneeeiteeeteeeeeeetaeeeaaeeseaees it eeeam—eseesanse et eeeaneesnnsssnmnteeesneees 67
FILE FORMAT CONVERSION ... .cuuuieititeeetetete e eeemeteeeae e st eeean e eseanseeeestaeeeanesaanseetneeesrmnesesneeenns 67
FILE COMPRESSION ANDDECOMPRESSION. ... .cuuuiiitueeittetetteaaenestaeetneessneestneessnaeeessnaeestnaeesnnaees 68
FILE WRITE, OPEN AND CLOSE ... ittuiiitieetitee it e e e e et e e e et e e et e e et aeameean e st e eetaaesanneesanaaaaesnns 68

PassMark @ Software 8 Sep 08 Page 4 of 68



Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

REVISION HISTORY

Revision Revision History
Draft 1 Initial version of thisdlocumentMajor items missing 29 August2008
from this draftare:the high levetesult summary, some
raw resultsand some of the detailed descriptions of th

metrics used.

Draft 2 | Addedmissingraw results, methododfy descriptions of | 2 Septembe?008
the metrics used and notes about results. Corrected 1
cut/paste errorgomerefinement ofwvording. Missing
high level results summary.

Edition 1 | First public release of this documeAtided Overall 8 SeptembeR008
Ranking of Prodats by Category and updated
graph#raw resultsCorrected minor formatting errors.

REFERENCES
Ref # Document Author Date
1 Antivirus PerfornanceRert for D. Wren and M. Fryer 6 June 2008
Windows Vista (Edition 2) PassMarlSoftware
2 What Really Slows Windows Dow O. Warner, 20012008

The PC Spy

PassMark @ Software 8 Sep 08 Page 5 of 68



http://www.passmark.com/ftp/antivirus-performance-testing-vista-ed2.pdf
http://www.passmark.com/ftp/antivirus-performance-testing-vista-ed2.pdf
http://www.thepcspy.com/read/what_really_slows_windows_down/2

Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

Executive Summary

PassMark has executed performance benchmark testing onohietyAntivirus, Internet

Security and Total Security products from various vendors between July and August 2008. The
results within this document are intended to complement and extend previcesuiést

collected by PassMark for Symantedviarch 2008 (please s&&ference #1: Antivirus
Performance Report for Windows Vista, Editior).2

PassMark will continue texecute performandeenchmarkesting on selected 2009 versions of
Antivirus, InternetSecurity and Total Security products during September and O@06D&rA
follow-up report comparing thiindingsin this reportwith our new resultsvill be releasedater
this year.

Testing was performed on all products ussegerainew performance mets. The new metrics
were:

Installation Size

Installation Time

Registry Key Count.

Copying, moving and deleting different types of common files.
Installing third party applications.

Downloadingbinary files fromwebsites.

File format conversion

File campression and decompression.

File write, open and close

E R

For twelve previously untested products, measurements were also made against the original
performance metrics:

Boot time.

Total Scan speed.

Ul launch speedinitial and subsequent)
Memory utilizatian.

IE launch speednitial and subsequent)

E I EEE]

These tests were not-executed for products tested in October 2007. For these products, we
haveincludedour results from last yeass part of our findings in this repdadr ease of
comparison between prodact

No attempt was made to measure the effectiveness of threat detectionaapehtsf the
productss covered by other industry benchmarks such as Virus Bulletin
(http://www.virusbtn.compndAV Comparatives (httpww.av-comparatives.ong This
repat is solely focused on measuring how responsive the applications are and by how
extensively the applications utilize the resources of the machine.

Testing wagperformedon adual coreVista machinethe same machine used in previous
testing The productshemselvesire divided into three groups:

i Antivirus (AV) products are defined in this report as products which are primarily
focused on detecting and remediating viruses and spyware.

1 Internet Security (IS) products provides athevirus and spyware remolieatures of
an AV, as well asadditional functions to provide greater Internet protection. These
featuregmayinclude protection against phishirrgpt kit detection, firewalls and
scanning of web pages and HTTP data.

i Total Security (TS) products providelata migration and backup features on toplbf
securityfeaturescommon tdS producs.
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Overall Ranking by Product Category

In the following tables, the products have been ranked by their overall score in comparison to

other products from that categofhe Best Possible Scorepresersa cat egor y6s maxi munn
score, i.e. thecae of a hypotheticaproductwhich has rankedirst in every testn that

category This figurevariesbetween categories because diffe@nbunts of productaere

testedfor eachcategory(IS: 10, AV: 12, TS: 5§, for examplejn the Total Securitgategorythe

best possiblscore would be 80 (5 products x 16 tests)

Internet Security (IS) Products

Product Name

Norton Internet Security 2009 154
ESET Smart Security 2008 14
Kaspersky Internet Security 8 141

Norton Internet Security 2008 115

FSecure Internet Security 2009 BETA 112

McAfee Internet Security 2008 111

G-Data Internet Security 2008 108

TrendMicro Internet Security 2008 97
Best Possible Score 176 ‘

Antivirus (AV) Products

Norton Antivirus 2009 145
ESET NOD32 Antivirus 3.0 143
[ weswvireeave | o |

Avast! Antivirus 4.8 124

Rising Security Antivirus 116
Kasperskyntivirus 8 101
SourceNext Virus Security ZERO 2008 99
AVG Free AV&AS 2008 94
Norton Antivirus 2008 94

Trend Micro Antivirus 2008 75
G-Data Antivirus 2008 64
McAfee VirusScanPlus 2008 64
Best Possible Score 192
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Total Security (TS) Products

ProductName Score
Norton 360 v2 54
Windows OneCare 2.0 52

McAfee Total Protection 2008 48
Trend Micro IS Pro 2008 37
Best Possible Score ‘ 80
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Products Tested

This report compares our results for the following versiormaducts:

Internet Security (IS) Products

Manufacturer Product Product Date Test
Name Version Tested type

G e | e [
B
[t et st 2v0s M | o (A o] [N
ehmmsiyacs | wotm | el | )|
[l s et s<coet 2ol Wi o dors i [ouioa i Bineremeriall
comasovere  fGUan G- sanppney | i || e | hae |
[ESEwiSman Sesiy 206l 1 (ai0me0l [Faug e | Fineremertal |

IHE%%HEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Antivirus (AV) Products

Manufacturer Product Product Date Test
Name Version Tested type

McAfee Inc.

AVG Technologies
Trend Micro Ltd.

SourceNext
Corporation

G Data Software

ESET

Avira gmbH

ALWIL Software

Beijing Rising Int.
Software Co.
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Total Security (TS) Products

Name Version Tested type
EOTCETl eenseove 2314 woo aemenal
DT oo Tom proseion 2008 80244 w09 el
EETM vindows Orecare20 2520003 Aw0s el
EEITT T wioispro20s 10101009 A5 el
DM sioserder ToaiSecuty 2000 10017 Aug08 el
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Original Set of Metrics i Criteria Measured

This original set of metrics was used in the previous test. These mvetriesekcted because

theyprovidlan i ndi cation of the productoés performance
impacedon the user experiencall metricsare objectiveandcan be replicated and reproduced

by third parties if required.

Please seAppendix 1i Testmethodi How did we conduct these testsr detailedtest
methodologies.

Benchmark 17 Boot Time

The time taken for the machine to boot was measured. It is typicahfioiral or security suite
applicationgo be launched at Windows stanp. This typically adds some amount of time to the

boot time for the machine. Our aim was to measure the additional time added to the boot process
as a result of installing these applications. Shorter boot times indicatbetepplication has

less impact on the normal operation of the machine.

Benchmark 27 Scan Speed

All these products have functionality designed to detect viruses and various other forms of

malware by scanning files on the system. This test measureththaof time required to scan

a typical set of clean files. The sample set used against all products was 1.2GB worth of data,

made up of typical Windowbs files from the Windo

Benchmark 37 User Interface Launch Speed

Thetime taken to start the User Interface of the product was measured. This is one measure of
how responsive an application appears to a user. Both the initial launch time and the subsequent
launch times, to allow for caching effects, were measured. Forisitpginly the more critical

initial times are used in this report.

Benchmark 4 i Memory Utilization

The amount of RAM used by the product was measured while the machine and product were in
an idle state, running in the background. All processes usec lapfilication were identified

and the total RAM usage calculated. The less RAM an application uses while resident in the
background the better. Idle state measurements were made, as opposed to RAM used while
actively scanning, because it is easier to meathe stable idle state and the aim was to see

what resources were being used on a permanent basis.

Benchmark 571 IE launch Speed

The time taken to start the user interface of Internet Explorer was measured. This is one measure
of how the product impacten the responsiveness of the system. Both the initial launch time and
the subsequent launch timés allow for caching effects, were measured. For simplicity only

the more critical initial times are used in this report.
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New Set of Metrics T Criteria Measured

New to this report, thiadditional sebf metrics waselected to supplement andend the

initial set of metricgn testingto auseb experienceof a software producthese new

benchmarks include installati@peedthe amount of installation spa a product will occupy on

a userds hard drive and the amount of keys added

Benchmarks @hroughto 14 comprise ofascripp ased fiper f or manceofobstacl e
thesebenchmark were designed tprovide performace results in the context tife end user

experience by mimickingerformance of tasks that endersmayperform on aeattime or

daily basis

Please refer téAppendix 1i Testmethodi How did we conduct these testsfor detailed test
methodologies.

Benchmark 6 i Installation Time

It is important that a user has gaoirdt impressions of a producthe speed and ease of the
installation process will strongly impact this initial experience. Thisnestsureshe minimum
Installation Timea product requires to be fully functional and ready for use by the end user
Lowertimesrepresent products which are quickara usetto install.

Benchmark 71 Installation Size

New technologies push the size limits of hdrives every yeaiDespite thisthe installation

size test remains popular among reviewers and home users alike dueateitd replicatiorA

p r o d installabian Sizénas been defined #ise difference between the snapshot of the Disk
Space (C: dve) before and after the product is installed on the systaémsmalkr the
differenceis betweerthesedisk spacenapshots, thiessdisk spacea product will take upn a

u s e mai@ disk.

Benchmark 81 Registry Key Count

A large registry increasesma c hi nedés use of resources. This is |
system performance, especially on much older machines. This test measures the amount of keys

and values added to registry, after rebooting the test machines, following a successful product

installation. Lower numbers mean that a product has had less impact on the registry.

Benchmark 97 File Copy, Move and Delete

This metricmeasurd the amount of time required toove, copyand delet a sample set of
files. Thesample file set contairseveratypes of file famatsthat a Windows user would
encounter in daily usé@hesdormats includedocuments (e.g. Microsoft Office documents,
Adobe PDF, Zip files, et¢nedia formatsd.g. images, movies and music) aydtem files
(e.g. executables, libras, etc).

Benchmark 1071 Installing Third Party Applications
This metric measutkthe amount of time required testal and uninstall third party programs.
Benchmark 117 Binary File Download Speed

The metric measudgthe amount of time required townlcada variety ofbinary filesthrough
HTTP. Binary files used in this tegstcludefile formatsthat users would typically download
from the websuch asmages, archives musicfiles and movie files.
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Benchmark 121 File Format Conversion

This testmeasiresthe amount of time requirdd convert an MP3 file to a WAV and
subsequentlygonvert the same MP3 file ®WMA format.

Benchmark 1371 File Compression and Decompression

This metric measurale amount of time required twompression and decompression of
different types of files. Files formats used in this test included documents, movies and images.

Benchmark 147 File Write, Open and Close

This benchmar k was der i v eahttf/mewthe@pyicomrWar ner 6s Fi |
(please seReference #: What Really Slows Windows DowyriThis metric measurdhe
amount of time requirefbr thesystemto write a file, then open and closaatliile.
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Test Results T Internet Security (IS) Products

In the following chartswe have highlightedhe results we obtained fblorton Irternet Security
2009 in orange. For ease of comparison, we havehabtighted ndustryaverages in black.

Benchmark 17 Boot Time

The following charcompars the average system boot time (from a darop15 boots) for
eachinternet Securityproductwe tested Products withdwer boot times are considered better
performing products in this category.

Norton Internet Security 200¢
Norton Internet Security 2008
McAfee Internet Security 200¢
Trend Micro Internet Security 200t

4 3374

Kaspersky Internet Security :

ESET Smart SeCurity 20 ( |l

Industry Average

GData Internet Security 200§ e —]
FSecure Internet Security 2009 BE T sl
AVG Internet Security 200:

Panda INternet Security 20 0: |s———————]

0 10 20 30 40 50 60 70
Boot Time in Seconds (set

Benchmark 27 Scan Speed

The following charcompare the average scan time@i#f59 files (totalindd82MB) for each
Internet Security product we testéthistime is calculated by averaging thatial (Runl) and
subsequentRuns2-5) scan timesProducts withdwer scan times are considered better
performing products in this category.

Norton Internet Security 200¢ 32.60
Kaspersky Internet Security
Panda Internet Security 200

ESET Smart Security 201

Norton Internet Security 200¢ _

Trend Micro Internet Security 200

[ S I B B B R B B
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McAfee Internet Security 200¢ bbb bbb bbb bbb
G-Data Internet Security 200¢ |sffetab bbbl bbb bbb
AVG Internet Security 200 [sfaba bbbl e
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Total Scan Speed in Seconds (s¢
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